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Preface

This manual contains the information you will need to use the command line inter-
face for configuration and operation of the IBM Nways Multiprotocol Switched Ser-
vices (MSS) or the A-MSS Server Module, hereafter referred to as “the router,”
installed on your IBM Multiprotocol Switched Services (MSS). With the help of this
manual, you should be able to perform the following processes and operations:

e Configure, monitor, and use the Multiprotocol Switched Services (MSS) base
code on your IBM Nways Multiprotocol Switched Services (MSS) or your
A-MSS Server Module

e Configure, monitor, and use the interfaces and Link Layer software supported
by your router.

Who Should Read This Manual: This manual is intended for persons who install
and manage computer networks. Although experience with computer networking
hardware and software is helpful, you do not need programming experience to use
the protocol software.

Conventions Used in This Manual

The following conventions are used in this manual to show command syntax and
program responses:

1. The abbreviated form of a command is shown in the following example:

reload

In this example, you can enter either the whole command (reload) or its abbre-
viation (re).

2. Keyword choices for a parameter are enclosed in brackets and separated by
the word or. For example:

command [keywordl or keyword2]
Choose one of the keywords as a value for the parameter.

3. Three periods following an option mean that you enter additional data (for
example, a variable) after the option. For example:

time host ...

In this example, you enter the IP address of the host in place of the periods, as
explained in the description of the command.

4. In information displayed in response to a command, defaults for an option are
enclosed in brackets immediately following the option. For example:

Media (UTP/STP) [UTP]
In this example, the media defaults to UTP unless you specify STP.
5. Keyboard key combinations are indicated in text in the following ways:
— Ctrl-P
— Ctrl -

© Copyright IBM Corp. 1996, 1998 XXili



* Names of keyboard keys are indicated like this: Enter

MSS Server Library

The following hard copy publications are shipped with the product. The manuals in

this list are also included in displayable softcopy form on the Multiprotocol Switched
Services (MSS) Softcopy Library CD-ROM (SK2T-0378). This CD-ROM is shipped
with initial orders for the MSS Server.

The reference cards, the International Program License Agreement, and the safety
information booklet are shipped in hard copy only and are not included on the
CD-ROM.

e IBM 8210 Nways Multiprotocol Switched Services (MSS) Server Setup and
Problem Determination Guide, GA27-4140

IBM 8210 Nways Multiprotocol Switched Services (MSS) Server Operations
Reference Card, GX27-4017

e IBM Multiprotocol Switched Services (MSS) Server Configuration and Oper-
ations Guide, SC30-3821

e CAUTION: Safety Information - Read This First, SD21-0030
e International Program License Agreement

e IBM Nways Multiprotocol Switched Services (MSS) Server Module Reference
Card, GX27-4018

e |BM Nways Multiprotocol Switched Services (MSS) Server Module Setup and
Problem Determination Guide, GA27-4141

The following publications are not shipped in hard copy, but are offered in soft copy
form on the Multiprotocol Switched Services (MSS) Softcopy Library CD-ROM
(SK2T-0378). All of these manuals can be separately ordered in hard copy form
through your IBM marketing representative.

e |IBM Multiprotocol Switched Services (MSS) Server Introduction and Planning
Guide, GC30-3820

e IBM Multiprotocol Switched Services (MSS) Server Interface Configuration
and Software User’s Guide, SC30-3818

e Multiprotocol Switched Services (MSS) Configuring Interfaces and Features,
SC30-3819

e Event Logging System Messages Guide, SC30-3682

e IBM 8210 Nways Multiprotocol Switched Services (MSS) Server Service and
Maintenance Manual, GY27-0354

e |[BM 8210 Multiprotocol Switched Services Server (MSS) Server Module Instal-
lation and Initial Configuration Guide GA27-4141

Summary of Changes For Version 2.1

The following are the new functions in this release:

e Support for MPOA clients and server

|

|

| e Support for Fast Token Ring (FasTR)
|

| e Support for DLSw

XXIV MSS Interface Configuration



e Support for APPN and Banyan VINES over FDDI

e Support for LAN Emulation version 2

e Support for Broadcast Manager IPX Server Farms

e Support for High Performance Routing (HPR) over IP

e Support for Quality of Service (QOS) version 2

e Support for enhanced LAN Emulation Client (LEC) security and other PVLAN
enhancements

e Support for Classical IP Peer Redundancy

e Support for Distributed IP Redundant Gateways

e Support for VLAN Port Filtering

e Support for Duplicate MAC addresses in a single emulated LAN (ELAN).

The technical changes and additions are indicated by a vertical line (|) to the left of
the change.

Under Reconstruction

This edition begins a number of editorial changes to this book and the other soft-
ware books that will:

e Reorganize the material
e Remove any unneccessary and redundant information
¢ Improve retrievability
e Add additional clarification to some information
This effort will take a number of editions. Please help us during this effort by

reporting any corrections using the Reader's Comment Form in the back of the
book.
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Chapter 1. Getting Started

This chapter shows you how to get started with using the following components
related to the IBM Nways Multiprotocol Switched Services (MSS) Server Module
(IBM 8210) and the IBM 8210 Multiprotocol Switched Services Server:

¢ Router console terminals
* Router software (IBM 8210 Multiprotocol Switched Services Server)
¢ Router software user interface
The information in this chapter is divided into the following sections:
» “Before You Begin” on page 1-3
* “Migrating to the Current Release” on page 1-5

e “Accessing the Software Using Local and Remote Consoles” on page 1-5

MSS Family Client Configuration Concepts

The following sections are intended to clarify some of the concepts behind config-
uring your MSS Family Clients. The sections are not intended to be a configuration
guide. The configuration concepts described are:

e “Bridging”

¢ “Routing” on page 1-2

e “Multiple MSS Family Clients” on page 1-2
e “One Hop Routing Model” on page 1-3

Bridging
To enable the enhanced SRB bridging support, you must configure SRB bridging
support on the MSS Family Clients. Simply installing the MSS Family Client hard-
ware in the base LAN switch will not enable this function. You must explicitly con-
figure SRB bridging support on the MSS Family Clients. When you enable this
support, the MSS Family Clients will reconfigure the base SRB support in the LAN
switch to distributed SRB functionality. You can still view the SRB configuration and
statistical information on the base LAN switch, but you will not be able to change
configuration information for SRB on the LAN switch. When the MSS Family Client
becomes disabled, the base LAN Switch SRB configuration is restored and the
system administrator can make configuration changes to the SRB feature on the
LAN Switch.

One significant difference between the MSS Client's ATM support and the ATM
UFC is that you can place the ATM UFC in the same domain as legacy LAN switch
ports. This cannot be done with the MSS Client's ATM support. The SRB feature in
the MSS Client must be used to bridge between LAN switch domains and the MSS
Client's ATM interface.

Although you can use external bridges to enhance overall network performance,
these bridges take up physical port space and are limited to a physical port's band-
width. The MSS Family Clients attach virtual bridging interfaces, which are limited
only by the LAN switch’s internal bus between the ports and not the 16-Mbps
speed of a physical Token-Ring port. Each MSS Family Client’s bridge port is

© Copyright IBM Corp. 1996, 1998 1-1



Routing

attached to a domain virtually and is involved with processing Explorer frames,
managing Spanning Tree Protocol (STP) frames, and LNM frames.

The MSS Family Clients do not automatically configure support for PVLANs. You
must configure PVLANs on the MSS Family Client and enable SRB bridging
support. (PVLANSs provide a way for system administrators to limit broadcast scope
among domains but do not want to enable routing at the edge of the network.)

The system administrator must explicity configure the routing support provided by
the MSS Family Client. When you define a routing interface, the MSS Family
Clients attach a virtual routing interface to a domain in the base LAN Switch. The
switch is not aware that the domains are being routed. The switch performs the
intra-domain management while the MSS Family Clients handle all inter-domain
communication.

One significant benefit of using the MSS Family Clients for routing instead of an
external router is that the virtual interface’s bandwidth is limited by the switch’s
internal bandwidth and not by the bandwidth of the physical port. Because the inter-
face is virtual, the system uses no physical port resources but can still communi-
cate with any existing routers in the network without any cable modifications to the
network.

Enabling routing allows the MSS Family Clients to limit broadcasts to high-speed
network links such as the ATM UFC and Fast Ethernet UFC. The MSS Family
Clients can act as front ends to the high-speed links, allowing only routed frames to
pass through to these links.

Multiple MSS Family Clients

Because the MSS Family Clients are not limited to physical port bandwidth, they
can achieve higher performance. To further extend this model, you can place mul-
tiple MSS Family Clients in a single LAN switch and achieve even greater
throughput. Although multiple MSS Family Clients can reside in the same LAN
switch, you can configure only one for enhanced bridging support. The base LAN
switch is capable of the following MSS Family Clients combinations, depending on
slot availability:

e 1 MSS Client, 1 MSS Domain Client
e 2 MSS Domain Clients
e 2 MSS Clients

Note: You can install only 1 MSS Client or 1 MSS Domain Client if you have
already installed an ATM UFC in the LAN switch. You cannot install any
MSS Family Clients if 2 ATM UFCs are in the LAN switch.

Installing two MSS Family Clients allows the system to distribute routing
functionality between two processors, which provides performance benefits similar
to those gained by distributing the SRB bridging function between the base Token-
Ring LAN switch and the MSS Family Clients. The system can also use the two
clients to separate the routing and bridging functions performed by the MSS Family
Clients.
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One Hop Routing Model
In the preceeding sections, the MSS Family Clients have been described as having
enhanced bridging or routing support for traffic management. There is also a third
model that you can configure on the MSS Family Clients which makes use of
bridging and routing functions. This model is known as One Hop Routing and
makes use of the MSS Family Client’'s hardware speeds for bridging and broadcast
scope management through routing. In general, going between two LAN segments
through a bridge is faster than going through a router; however, broadcast and
multicast traffic traverses every device in the bridge model. Routing limits the
broadcast scope of traffic, but imposes delays. These two models can be seen in
Figure 1-1 on page 1-4.

Because the bridging and routing models have limitations, the MSS Family Clients,
combined with the base Token-Ring LAN switch, provides several One Hop Routing
solutions that route all outbound traffic and bridge all inbound traffic. This third
model, depicted in Figure 1-2 on page 1-5, takes advantage of LAN Emulation to
create a separate ELAN for managing traffic on each bridge network segment and
the ability to route and bridge traffic to the same domain.

When a source on Subnet A needs to forward data to a destination on Subnet B,
Router #1 routes to ELAN X, and Bridge #2 has an interface on ELAN X. Because
the data is routed when it leaves Subnet A and bridged in by the hardware to
Subnet B, the term One Hop Routing is used to describe the flow. Once Bridge #2
receives the data, it forwards the data to the bridged network of Subnet B. In the
reverse path, data traveling from Subnet B to ELAN Y is routed, and Bridge #1 has
an interface on ELAN Y. Bridge #1 forwards the data to the bridged network of
Subnet A. This transmission creates a One Hop Routing environment between mul-
tiple subnets while limiting the scope of broadcast traffic, thereby taking advantage
of faster bridging speeds, and protecting the high-speed backbone’s bandwidth.

The One Hop Routing model also has several performance advantages from the
system’s viewpoint. Because all outbound traffic is bridged to a separate ELAN
than the inbound traffic, the system can process twice as many packets because
the path between Subnet A and Subnet B is full duplex.

There are three methods of performing One Hop Routing with the MSS Family
Clients in a Token-Ring LAN switch. The first method is to configure the ELANs
and routing interfaces on the MSS Client or use the MSS Domain Client and the
ATM UFC. The second method is to use the MSS Client and the NHRP feature.
The third method is to use the MSS Client and the MPOA feature. Although each
method is different, the same fundamental One Hop Routing procedure is used.

Before You Begin
Before you begin, refer to the following checklist to verify that your router is
installed correctly.
HAVE YOU...
¢ Installed all necessary hardware?
e Connected the console terminal (video terminal) to the router?

Attention:  If you are using a service port-attached terminal to configure or
monitor your IBM 8210 and your service terminal is unreadable, you
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Figure 1-1. Standard Bridge/Router Models

need to change some parameters in your configuration. (See “Service
Terminal Display Unreadable” in IBM Nways Multiprotocol Switched Ser-
vices (MSS) Server Module Service and Maintenance Manual.)

e Connected your router to the network using the correct network interfaces and
cables?
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Figure 1-2. MSS Family Client One Hop Routing Model

* Run all necessary hardware diagnostics?

For more information on any of these procedures, refer to the IBM Nways Multipro-
tocol Switched Services (MSS) Server Module Installation and Initial Configuration
Guide.

Migrating to the Current Release

Refer to the Service and Maintenance Manual for information about migrating to a
new code level.

Accessing the Software Using Local and Remote Consoles

The router console lets you use the router user interface to monitor and change the
function of the router’'s networking software (IBM 8210 Multiprotocol Switched Ser-
vices Server). The router supports local and remote consoles.

Local Consoles

Local consoles are either directly connected by an EIA 232 (RS-232) cable,or con-
nected via modems to the router. You may need to use a local console during the
initial software installation. After the initial setup connection, you can connect using
Telnet, as long as IP forwarding has been enabled. (Refer to Multiprotocol Switched
Services (MSS) Configuring Protocols and Features for more information on ena-
bling IP forwarding.)

When the configured router is started for the first time, a boot message appears on
the screen, followed by the OPerator's CONsole or OPCON prompt (*). The *
prompt indicates that the router is ready to accept OPCON commands.

Your IBM 8210 Multiprotocol Switched Services Server software may have been

pre-configured at the factory. If it was, you do not need to use a local console to
perform initial configuration. If, however, your IBM 8210 Multiprotocol Switched Ser-
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vices Server was not pre-configured at the factory, you will need to use an ASCII
terminal attached to the 8210 service port to initially configure it.

Important:  Garbage, random characters, reverse question marks, or the inability
to connect your terminal to the 8210 service port can have many causes.
The following list contains some of those causes:

e The most common cause of garbage or random characters on the
service console is that the baud rate is not synchronized with the IBM
8210.

If the IBM 8210 is set to a specific baud rate, the terminal or terminal
emulator must be set to the same baud rate.

If the IBM 8210 is set to autobaud (this is the default), press the ter-
minal break key sequence and press Enter.

A typical break key sequence for PC terminal emulators is Alt-B (refer to
the terminal emulator documentation). Most ASCII terminals have a
Break key (often used in conjunction with the Ctrl key).

e Defective terminal or device (ac) grounds.

e Defective, incorrectly shielded, or incorrectly grounded EIA 232
(RS-232) cable between the terminal and the IBM 8210.

e Defective terminal or terminal emulator.
* Defective IBM 8210 system board.
e High ambient electromagnetic interference (EMI) levels.

e Power line disturbances.

(See “Service Terminal Display Unreadable” in the IBM Nways Multiprotocol
Switched Services (MSS) Server Module Service and Maintenance Manual.)

Once the IBM 8210 is initially configured, you will not need a local console for
router operation, as long as IP is enabled.

The router software automatically handles console activity. When upgrading the
software, you might have to use the local console. For information on attaching and
configuring local consoles, refer to the IBM Nways Multiprotocol Switched Services
(MSS) Server Module Installation and Initial Configuration Guide.

Remote Consoles

Remote consoles attach to the router using a standard remote terminal protocol.
Remote consoles provide the same function as local consoles, except that a local
console must be used for initial configuration if your IBM 8210 was not pre-
configured at the factory.

Telnet Connections

The router supports both Telnet Client and Server. The remote console on the
router acts as a Telnet server. The router acts as a Telnet client when connecting
from the router to either another router or a host using the telnet command in the
OPCON (*) process.
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Remote Login Names and Passwords

During a remote login, the router prompts you for a login nhame and password. You
can display the login name when logged in to the router from a remote console by
using a router status command.

Logging In Remotely or Locally
Logging in to a local console is the same as logging in to a remote console except
that you must connect to the router by starting Telnet on your host system. To log
in remotely, begin at step 1. To log in locally, begin at step 3.

To log in from a remote console:

1. Connect to the router by starting Telnet on your host system. Your host
system is the system to which remote terminals are connected.

2. Supply the router’'s name or Internet Protocol (IP) address.

To use router names, your network must have a hame server. Issue either the
router name or the IP address as shown in the following example:

% telnet brandenburg

or
% telnet 128.185.132.43

At this point, it makes no difference whether you have logged in remotely or
locally.

3. If you are prompted, enter your login name and password.

login:

Password:
It is possible that there is a login and no password. The password controls
access to the router. If a password has not been set, press the Enter key at
the Password: prompt. Logins are not set automatically. For security, you can
set up user names and passwords using the add user command in the
CONFIG process. Remember to reload to activate any changes.

Note: If you do not enter a login name and valid password within 1 minute of
the initial prompt, or if you enter an incorrect password three times in
succession, the router drops the Telnet connection.

4. Press the Enter key to display the asterisk (*) prompt .

You may have to press the Enter key more than once or press Ctrl-P to obtain
the * prompt.

Once at this level, you can begin to enter commands from the keyboard. Press
the Backspace key to delete the last character typed in on the command line.
Press the Delete key or Ctrl-U to delete the whole command line entry so that
you can re-enter a command. See “Command History for GWCON and
CONFIG Command Line” on page 2-12 for information on how to access previ-
ously entered commands.

You can also use local telnet commands on your telnet client to close the
Telnet connection.

Note: If you use a VT100 terminal, do not press the Backspace key, because
it inserts invisible characters. Use the Delete key.

5. Exit the router as described in “Exiting the Router” on page 1-8.
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Reloading the Router

Whenever you change a user-configurable parameter that is not dynamically
configurable, you must reload the router for the change to take effect. To do so,
enter the OPCON reload command. For example:

* reload
The configuration has been changed, save it? (Yes or [No]; or Abort)

Are you sure you want to reload the gateway? (Yes or [No]): yes

Exiting the Router
Return to the * prompt and close the Telnet connection. For example:

IP Config> exit
Config> Ctrl-P
* logout

)
%

You can also use local Telnet commands on your Telnet client to close the Telnet
connection.

Discussing the User Interface System

The software (IBM 8210 Multiprotocol Switched Services Server) is a multitasking
system that schedules use of the CPU among various processes and hardware
devices. The router software:

e Provides timing and memory management, and supports both local and remote
operator consoles from which you can view and modify the router’s operational
parameters.

e Consists of functional modules that include various user interface processes, all
network interface drivers, and all protocol forwarders purchased with the router.

Understanding the First-Level User Interface

The user interface to the software consists of the main menu (process) and several
subsidiary menus (processes). These menus are related to the multiple levels of
processes in the software.

The first level of processes consists of the OPCON and CONFIG-ONLY processes.
In most cases, you will use the OPCON process to access the second level to con-
figure or operate the base services, features, interfaces, and protocols you will run
on your IBM 8210.

The second level of processes consists of the processes listed by the status
command. You use the talk pid command to access the second-level processes.
There are processes that you cannot use in the software. See Table 2-1 on
page 2-2 for an overview of the processes.

Figure 1-3 on page 1-9 shows the processes and how they fit within the structure
of the router software.

1-8 MSS Interface Configuration



Router Software Processes

Tasker OPCON

If Error
Condition

If Error
Condition

Standalone
CONFIG CONFIG MOSDDT GWCON MONITR
(Config Only)

5 v

Quick ELS
Config Messages

Figure 1-3. IBM 8210 Multiprotocol Switched Services Server

Figure 1-4 is an example of the relationship between the various process levels.

First > OPCON |«
Level *
| & | |

Talk 5 Talk 6
Second GWCON ctrl-p CONFIG
Level process ' process

A A
Prot 0 Prot 0
ctrl-p ctrl-p

Third
Level IP> |Exit Exit|IP Config>

Figure 1-4. Relationship of Processes and Commands. Also shown are the various com-
mands to access each process level and return from each process level.

See Chapter 7, “The OPCON Process and Commands” on page 7-1 for more
information about OPCON and “Config-Only Mode” on page 9-1 for more informa-
tion about CONFIG-ONLY.

The ROPCON process handles processing from remote consoles and is essentially
the same as the OPCON process.

Chapter 1. Getting Started  1-9



Quick Configuration Process

Quick Configuration, or Quick Config, allows you to quickly configure portions of the
router without dealing with the specific operating system commands. When you ini-
tially load, start, or restart the router with no configuration, you enter Config-Only
and you can access Quick Config menus from that process. If the router has
devices configured and the devices do not have any protocols configured, the
router automatically starts Config-Only and then enters Quick Config.

You can also enter Quick Config from the CONFIG process using the qconfig
command.

System Security

Multiple users with login permissions can also be added using the add user
command. See “Configuring User Access” on page 9-4 for details on security
issues and for information on the set password and add user commands.
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Chapter 2. Using the Software

This chapter describes how to use the software. It consists of:

“Entering Commands”

“Connecting to a Process”

“Some Configuration Suggestions” on page 2-4
“Accessing the Second-Level Processes” on page 2-6

“Accessing Network Interface Configuration and Operating Processes” on
page 2-8

“Accessing Feature Configuration and Operating Processes” on page 2-9
“Accessing Protocol Configuration and Operating Processes” on page 2-10

“Command History for GWCON and CONFIG Command Line” on page 2-12

Entering Commands

When typing a command, remember the following:

Type only enough sequential letters of the command to make it unique among
the available commands. For example, to execute the reload command you
must enter rel as a minimum. The minimum number of required characters are
underlined in the command syntax chapters.

Commands are not case-sensitive.

Sometimes, only the first letter of the command (and subsequent options) is
required to execute the command. For example, typing s at the * prompt fol-
lowed by pressing the Enter key causes the status command be executed.

Connecting to a Process

When you start the router, the console displays a boot message. The OPCON
prompt (*) then appears on the screen indicating that you are in the OPCON
process and you can begin entering OPCON commands. This is the command
prompt from which you communicate with different processes.

To connect your console to a process:

1.

Find out the process ID (PID) number of a process by entering the status
command at the * prompt.

The status command displays information about the router processes, such as
the process IDs (PIDs), process names and status of the process. Issuing the
status command is shown in the following example:
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* status

Pid Name

1

O oONO U~ WN

Status TTY Comments
COpCON RDY TTYO

Monitr DET

Tasker RDY --

MOSDDT DET --

CGWCon DET --

Config DET --

ROpCon IDL TTY1 128.185.210.125
ROpCon  IDL  TTY2

WEBCon IDL --

2. Use the talk pid command, where pid is the number of the process to which
you want to connect. (For more information about these and other OPCON
commands, refer to Chapter 7, “The OPCON Process and Commands” on
page 7-1.)

Note:

Identifying Prompts

Not every processes listed has a user interface (for example, the talk 3
process). The talk 4 command is for use by the IBM service
represetatives.

Each process uses a different prompt. You can tell which process your console is
connected to by looking at the prompt. (If the prompt does not appear when you
enter the talk pid command, press the Return key a few times.)

The following list shows the prompts for the five main processes:

Table 2-1. Processes, Their Purpose, and Commands to Access
Command
Process Level and Purpose to Access Input Prompt
Level 1 - access to all sec-
OPCON ondary levels Ctrl-P asterisk (*)
Level 2 - base services con-
figuration and access to
CONFIG configuration third level talk 6 Config >
Level 2 - base services
operation and monitoring
and access to operations
and monitoring on third
GWCON level talk 5 plus sign (+)
MONITR level 2 - message display talk 2 (none)
MOSDDT level 2 - diagnostic environ- talk 4 $
ment
Note: Only enter the talk 4 command under the direction of a service representative.

At the OPCON prompt level, you can begin to enter commands from the keyboard.
Use the Backspace key to delete the last character typed in on the command line.
Use Ctrl-U to delete the whole command line entry so that you can re-enter a
command. See “Command History for GWCON and CONFIG Command Line” on
page 2-12 for information on how to access previously entered commands.
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Getting Help

At any of the prompts just described, you can obtain help in the form of a listing of
the commands available at that level. To do this, type ? (the help command), and
then press Enter. Use ? to list the commands that are available from the current
level. You can usually enter a ? after a specific command name to list its options.
For example, the following information appears if you enter ? at the * prompt:

*7
DIAGS hardware diagnostics

DIVERT output from process
FLUSH output from process
HALT output from process
INTERCEPT character is
LOGOUT

MEMORY statistics

RELOAD

STATUS of process(es)
TALK to process
TELNET to IP-Address

Exiting a Lower-Level Environment

The multiple-level nature of the software places you in secondary, tertiary, and
even lower level environments as you configure or operate the 8210. To return to
the next higher level, enter the exit command. To get to the secondary level, con-
tinue entering exit until you receive the secondary level prompt (either Config> or
+).

For example, to exit the IP protocol configuration process:

IP config> exit
Config>

If you need to get to the primary level (OPCON), enter the intercept character (Ctrl
P by default).

Getting Back to OPCON

To get back to the OPCON prompt (*), press Ctrl-P. You must always return to
OPCON before you can communicate with another process. For example, if you
are connected to the GWCON process and you want to connect to the CONFIG
process, you must press Ctrl-P to return to OPCON first.

The Ctrl-P key combination is the default intercept character.

If you use the intercept character (the default intercept character is Ctrl-P) from a
third-level or lower level process to return to the * prompt, the next time you use
the talk command, you will re-enter the third level process. This link goes away
when the router is reinitialized.
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Some Configuration Suggestions

Configuring a 8210 is different depending on whether you are configuring for the
first time, creating a configuration based on an existing configuration, or just
updating a configuration. Use the following sections as a guide to the best proce-
dure to use, depending on your needs.

Creating a First Configuration
This procedure assumes that you have no other 8210 that contains a configuration
similar to the one for the 8210 you are configuring. The procedure also assumes
that you have just taken the 8210 out of the box. Although this procedure specifies
an order, you can perform the actual configuration (after step 3) in any order.

To configure a IBM 8210 for the first time:

1.

8.

Examine the 8210 you are configuring to determine what interfaces you need to
configure. Note these for later use.

. Connect to the 8210 as described in “Accessing the Software Using Local and

Remote Consoles” on page 1-5.

. Initially configure a port on the 8210 and at least an internal IP address for the

device using quick config as described in“Quick Configuration” on page 9-2 or
Appendix A, “Quick Configuration Reference” on page A-1. Configure the
minimum needed to allow you to telnet into the device.

. Configure any base services, such as boot options. Access the configuration

process as described in “Accessing the Configuration Process, CONFIG (Talk
6)" on page 2-7.

. Configure the interfaces. Access the interface configuration process as

described in “Accessing the Network Interface Configuration Process” on
page 2-8.

. Configure any required features. Access the feature configuration process as

described in “Accessing Feature Configuration and Operating Processes” on
page 2-9.

. Configure any protocols that will run through this device. Access the protocol

configuration process as described in “Accessing Protocol Configuration and
Operating Processes” on page 2-10.

Note: At the very least, you will configure IP in this step.

Reload the router as described in “Reloading the Router” on page 1-8.

Basing a Configuration on an Existing Configuration
This section describes how to:

Base a configuration on the configuration in an operating 8210
Permanently update the configuration in a 8210

Temporarily updating the configuration of a 8210 while the 8210 is operating
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Basing on an Existing Configuration

If you already have a 8210 that has the same interfaces, features, and protocols
that you will configure on a new 8210, you can save time during configuration by
basing the configuration on the existing 8210. You can perform this type of config-
uration either using the command line interface or by using the configuration
program that comes with the 8210. In both cases, the procedures assume that the
8210 is not in your production network.

To base a configuration on an existing configuration using the command line
interface:
1. Obtain a copy of the configuration you'll be using.
a. Enter talk 6 at the OPCON (*) prompt.
b. Enter boot at the Config> prompt.

c. Enter the copy configuration file at the Boot config> prompt. See
Chapter 11, “Using BOOT Config to Perform Change Management” on
page 11-1 for more information.

2. Connect to the 8210 that you are configuring.

3. Load the configuration you obtained in step 1 into the 8210 using TFTP. See
Chapter 11, “Using BOOT Config to Perform Change Management” on
page 11-1.

4. Update the configuration.

5. Write the configuration. See Chapter 9, “The Configuration (CONFIG) Process
and Commands (Talk 6)” on page 9-1.

6. Reload the 8210.
To base a configuration on an existing configuration using the configuration
program;

1. Start the configuration program.

2. Retrieve the configuration from the 8210 on which you want to base this config-
uration.

3. Make the changes you need for the new configuration. These changes include
addresses, the host names, users, and other items.

4. Save the configuration with a different name from the name that you used to
retrieve the configuration.

5. Send the configuration to the 8210 you are configuring.
6. Reload the 8210.
For more about using the configuration program, see Configuration Program User's

Guide for Nways Multiprotocol Access, Routing, and Switched Services,
GC30-3830.
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Permanently Updating a Configuration
To permanently update a configuration:

1. Access the 8210 you are updating as described in “Accessing the Software
Using Local and Remote Consoles” on page 1-5. You should see the * prompt.

2. Enter the talk 6 command to access the configuration process.

3. Enter the appropriate commands to access the third-level process that config-
ures the areas that you are changing.

4. Enter exit as many times as needed to return to the configuration process.

5. Write the configuration. See Chapter 9, “The Configuration (CONFIG) Process
and Commands (Talk 6)” on page 9-1.

6. Reload the 8210.

Temporarily Updating a Configuration

The ability to temporarily update a configuration allows you to make changes to
some of the operating characteristics of a 8210 until such time that you can make
permanent updates to the configuration. This enables you to implement changes
immediately that would resolve problems or improve performance and avoid an
outage during a peak period. You can then make permanent updates to the config-
uration and schedule an outage so you can reload to pick up the change.

To temporarily update a configuration:

1. Access the 8210 you are updating as described in “Accessing the Software
Using Local and Remote Consoles” on page 1-5. You should see the * prompt.

2. Enter the talk 5 command to access the operating/monitoring process.

3. Enter the appropriate commands to access the third-level process that monitors
the areas that you are changing.

4. Enter exit as many times as needed to return to the operating/monitoring
process.

5. Enter Ctrl-P to return to the * prompt.

6. Exit the router as described in “Exiting the Router” on page 1-8

Accessing the Second-Level Processes

All interfaces, features, and protocols have commands that you use to access the
following processes:

e The configuration process to initially configure and enable the interface, feature,
or protocol, as well as perform later configuration changes.

e The operating/monitoring process to display information about each interface,
feature, or protocol, to make temporary configuration changes, or to activate
configuration changes.

You can also configure or operate some base system services through the second-
level processes. The commands to perform these functions are described starting
in Chapter 9, “The Configuration (CONFIG) Process and Commands (Talk 6)” on
page 9-1 and Chapter 13, “The Operating/Monitoring Process (GWCON - Talk 5)
and Commands” on page 13-1.
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The next sections describe the procedures for accessing the second-level proc-
esses.

Accessing the Configuration Process, CONFIG (Talk 6)

Each protocol configuration process is accessed through the router's CONFIG
process. CONFIG is the second-level process of the router user interface that lets
you communicate with third-level processes. Protocol processes are examples of
third-level processes.

The CONFIG command interface is made up of levels that are called modes. Pro-
tocol configuration command interfaces are modes of the CONFIG interface. Each
protocol configuration interface has its own prompt. For example, the prompt for the
TCP/IP protocol command interface is IP config>.

The next sections describe these procedures in more detail.

Entering the CONFIG Process

To enter the CONFIG command process from OPCON and obtain the CONFIG
prompt, enter the OPCON talk command and the PID for CONFIG. The PID for
CONFIG is 6.

* talk 6

The console displays the CONFIG prompt (Config>). If the prompt does not appear,
press the Return key again.

Quick Configuration Process: Quick Configuration, or Quick Config, allows you
to quickly configure portions of the router without dealing with the specific operating
system commands. You enter the Quick Config menus from the CONFIG process
using the gconfig command (see “Quick Configuration” on page 9-2).

Reloading the Router

Changes that you make to the protocol parameters through CONFIG do not take
effect until you either activate the net that contains any dynamic changes or reload
the router software.

Note: You must enter the write command to save the changes in the device’s
flash memory.

Accessing the Operating/Monitoring Process, GWCON (Talk 5)
To view information about the interfaces, features, or protocols or to change param-
eters while running, you must access and use the operating (monitoring) process.
Operating command interfaces are modes of the GWCON interface. Within the
GWCON mode, each interface, feature, or protocol interface has its own prompt.
For example, the prompt for the TCP/IP protocol is IP>.

Note: Any parameters you change in this process will not remain active across
any event that causes the 8210 to reload the operational code, such as a
power outage or entering the reload command.

The next sections describe these procedures in more detail.
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Entering the GWCON Command Process
To enter the GWCON process from OPCON and obtain the GWCON prompt, enter
the talk command and the PID for GWCON. For example:

* talk 5

The GWCON prompt (+) then displays on the console. If the prompt does not
appear, press Return again.

Acessing the Third-Level Processes

After accessing the second level, you will need to enter commands on the third
level to configure or operate the interfaces, features, and protocols in your IBM
8210. The following sections describe how to access the third level processes.

Accessing Network Interface Configuration and Operating Processes

This section describes how to get started with accessing the network interface con-
figuration and operating processes. Accessing these processes lets you change
and monitor software-configurable parameters for network interfaces used in your
router.

Accessing the Network Interface Configuration Process
Use the following procedure to access the router’s configuration process. This
process gives you access to a specific interface’s configuration process.

1. At the OPCON prompt, enter the OPCON talk command and the PID for
CONFIG. (For more details about this command, refer to Chapter 7, “The
OPCON Process and Commands” on page 7-1.)

* talk 6

After you enter the talk 6 command, the CONFIG prompt (Config>) displays on
the console. If the prompt does not appear when you first enter CONFIG, press
Return again.

Use the add device command to create a network interface. The add device
command automatically assigns the interface number.

2. At the Config> prompt, enter the list devices command to display the network
interface numbers for which the router is currently configured, as follows:

Config> list devices

Ifc © CHARM ATM Adapter STot: 1 Port: 1
3. Record the interface numbers.

4. Enter the CONFIG network command and the number of the interface you
want to configure. For example:
Config> network 1

The appropriate configuration prompt (such as ATM Config> for ATM), now dis-
plays on the console.

Note: Not all network interfaces are user-configurable. For interfaces that cannot
be configured, you receive the message:

That network is not configurable
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Configuring the Network Interface: Refer to the specific chapters in this guide
for complete information on configuring your IBM 8210’s network interfaces.

The MSS Client supports a 155 Mbps ATM interfaces.

Accessing the Network Interface Console Process
To monitor information related to a specific interface, access the interface console
process by using the following procedure:

1. At the OPCON prompt, enter the OPCON talk command and the PID for
GWCON. For example:
* talk 5

2. The GWCON prompt (+) is displayed on the console. If the prompt does not
appear when you first enter GWCON, press Return again.

3. At the GWCON prompt, enter the configuration command to see the protocols
and networks for which the router is configured. For example:

+ configuration

Nways 8210 Multiprotocol Switching Server
Host name: [not configured]
Version: 1.0

Num Name Protocol

0 IP DOD-IP

3 ARP  Address Resolution

11 SNMP Simple Network Management Protocol

12 OSPF Open SPF-Based Routing Protocol

23 ASRT Adaptive Source Routing Transparent Enhanced Bridge

Num Name Feature
2 MCF MAC Filtering
6 Q0S Quality of Service

3 Networks:
Net Interface MAC/Data-Link Hardware State
0 ATM/0 ATM CHARM ATM Up

4. Enter the GWCON network command and the number of the interface you
want to monitor. For example:
+ network 0
ATM>
In this example, the ATM console prompt is displayed on the console. You can
then view information about the ATM interface by entering the ATM console
commands.

Monitoring the Network Interface: Refer to the specific chapters in this manual
for complete information on monitoring your IBM 8210’s network interfaces.

Accessing Feature Configuration and Operating Processes

To help you access the IBM 8210 Multiprotocol Switched Services Server feature
configuration and operating processes, this section outlines both of these proce-
dures.
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Accessing the Feature Processes

Use the feature command from the CONFIG process to access configuration com-
mands for specific IBM 8210 Multiprotocol Switched Services Server features
outside of the protocol and network interface configuration processes.

Use the feature command from the GWCON process to access console commands
for specific features that are outside of the protocol and network interface console
processes.

Enter a question mark after the feature command to display a listing of the features
available for your software release. For example:

Config> feature ?

Q0S
MCF

Feature name or number [2] ?

To access a particular feature’s configuration or operating prompt, enter the feature
command at the Config> or + (GWCON) prompt, respectively, followed by the
feature number or short name. For example:

Config> feature mcf
MAC filtering user configuration

Filter Config>
Table 10-3 on page 10-9 lists the available feature numbers and names.

Once you access the configuration or operating prompt for a feature, you can begin
entering specific commands for the feature. To return to the previous prompt level,
enter the exit command at the feature’s prompt.

Accessing Protocol Configuration and Operating Processes

This section describes how to access the protocol configuration and operating proc-
€sses.

Entering a Protocol Configuration Process
To enter the desired protocol configuration process from the CONFIG prompt:

1. At the CONFIG prompt, enter the list configuration command to see the
numbers and names of the protocols purchased in your copy of the software.
See page 10-10 for sample output of the list configuration command.

2. From the Config> prompt, enter the protocol command with the number or
short name (for example, IP, IPX, and ARP) of the protocol you want to con-
figure. The protocol number and short name is obtained from the list config-
uration command display. In the following example, the command has been
entered for accessing the IP protocol configuration process:

Config> protocol IP

or

Config> protocol 0

The protocol configuration prompt then displays on the console. The following
example shows the IP protocol configuration prompt:
IP config>
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You can now begin entering the protocol’s configuration commands. See the corre-
sponding protocol section of the Multiprotocol Switched Services (MSS) Configuring
Protocols and Features for more information on specific protocol configuration com-
mands.

In summary, the protocol command lets you enter the configuration process for the
protocol software installed in your router. The protocol command enters a
protocol’'s command process. After entering the protocol command, the prompt of
the specified protocol appears. From the prompt, you can enter commands specific
to that protocol.

Entering a Protocol Operating Process
To enter a protocol console process from the GWCON prompt:

1. At the GWCON prompt, enter the configuration command to see the protocols
and networks configured for the router. For example:

+configuration

Nways 8210 Multiprotocol Switching Server
Host name: NCE #2
Version: 16.0[R1]

Num Name Protocol

0 IP DOD-1IP

3 ARP  Address Resolution

7 IPX Netware IPX

11 SNMP Simple Network Management Protocol

12 OSPF Open SPF-Based Routing Protocol

23 ASRT Adaptive Source Routing Transparent Enhanced Bridge

Num Name Feature
2 MCF MAC Filtering
6 QO0S Quality of Service

6 Networks:

Net Interface MAC/Data-Link Hardware State
0 ATM/0 ATM CHARM ATM Up

1 ATM/1 ATM CHARM ATM Up

2 TKR/0 Token-Ring/802.5 CHARM ATM Up

3 Eth/0 Ethernet/IEEE 802.3  CHARM ATM Up

4  TKR/1 Token-Ring/802.5 CHARM ATM Up

5 Eth/1 Ethernet/IEEE 802.3  CHARM ATM Down

2. Enter the GWCON protocol command with the protocol number or short name
of the desired protocol displayed in the configuration information.

In the following example, the command has been entered for accessing the IP
protocol console process.

+ protocol 0

or

+ protocol IP

The protocol console prompt then displays on the console. This example shows
the IP protocol console prompt:
IP>

You can now begin entering the protocol’'s commands. See the corresponding pro-
tocol section of the Multiprotocol Switched Services (MSS) Configuring Protocols
and Features for more information on specific protocol console commands.
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Command History for GWCON and CONFIG Command Line

The Command History contains up to the last 50 commands entered by the user in
GWCON (Talk 5) or CONFIG (Talk 6) command line menus.

Backward and Forward retrieve keys can be used to recall previously entered com-
mands. In addition, a facility is provided to enable the advanced user to repeat a
particular series of commands.

Repeating a Command in the Command History
By hitting Ctrl-B (backward) or Ctrl-F (forward) at any command line prompt in a
GWCON or CONFIG menu, the current command line is replaced by the previous
or next command in the Command History. The Command History is common to
both GWCON and CONFIG. That is, a command entered while in a GWCON menu
can be retrieved from within CONFIG and a command entered while in a CONFIG
menu can be retrieved from within GWCON.

The Command History contains the most recently entered commands, up to a
maximum of the last 50 commands. If only three commands have been entered
since a restart, pressing Ctrl-F or Ctrl-B circles through only those three com-
mands. If no commands have been entered thus far, Ctrl-F or Ctrl-B results in a
“bell,” the same bell you see when trying to backspace beyond the beginning of a
line of text.

Note: A command aborted by pressing Ctrl-U will not be entered into the
Command History.
To enter two similar commands:
display sub les
display sub lec

Enter:
display sub les, then press Enter
Ctrl-B for Backward, and the current line is replaced with-
display sub les
Press Backspace and replace “s” with “c” to get

display sub lec and then press Enter

Repeating a Series of Commands in the Command History

There is an additional feature for advanced users to facilitate repeating a particular
series of GWCON or CONFIG commands. C1, C2,...,Cn in the Command History is
referred to as a repeat sequence. This feature may be more convenient than simply
using Ctrl-B and Ctrl-F when you must repeat a given task that requires multiple
commands. Enter Ctrl-R (repeat) to set the start of the repeat sequence at
command C1. Enter Ctrl-N (next) successively to retrieve the next command(s) in
the repeat sequence. Commands are not automatically entered, but are placed on
the current command line allowing you to modify or enter the command.
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To produce the desired behavior of a repeat sequence, the first command retrieved
using the first Ctrl-N (next) depends on the manner in which the start of the repeat
sequence was set using Ctrl-R (repeat).

Setting the start of the repeat sequence with Ctrl-R can be done in two ways:
1. When C1 is initially entered
2. When C1 is retrieved from the Command History with Ctrl-B or Ctrl-F.

Starting a Repeat Sequence As Commands Are Entered

If you enter Ctrl-R as command C1 is being keyed in, and then enter commands
C2, C3... Cn. Ctrl-N will successively bring commands C1, C2, ... Cn, C1, C2, ...
Cn, C1, ... to the command line.

In Example 1, the start of the repeat sequence is set as the first command is keyed
in. The user knows ahead of time that the same commands to be entered in
GWCON need to be repeated in CONFIG.

Example 1

1. As the first command in the sequence is keyed in, use Ctrl-R (repeat) to set
the start of the repeat sequence.

*talk 5
+event Ctrl1-R

then press Enter to set the start of the repeat sequence.

2. Continue typing the subsequent commands in the sequence:

Event Logging System user console
ELS>display sub les
ELS>display sub lec
ELS>exit
+

3. To enter these same commands in CONFIG, press

Ctrl-P (the default OPCON intercept character) and go to CONFIG.

+-press Ctrl1-P-

*talk 6

Config>Ctr1-N for NEXT to retrieve the start of

this sequence-

Config>event Enter

Event Logging System user configuration

ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-

ELS config>display sub les Enter

ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-

ELS config>display sub lec Enter

ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-

ELS config>exit Enter

Config>

Starting a Repeat Sequence After All Commands Are Entered

On the other hand, if you first enter C1, C2, ... Cn, and retrieve C1 via Ctrl-B or
Ctrl-F . Entering Ctrl-R, entering Ctrl-N successively brings commands C2,..., Cn,
C1, C2,..., Cn, C1,...,Cn to the command line (see Example 2). The first occurrence
of C1 is bypassed since C1 is already available on the command line at the time it
was retrieved, and does not need to be recalled again by the first Ctrl-N .
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In Example 2, all the commands are entered and then the first command in the
sequence to be repeated is retrieved. A sequence of commands has been entered
in GWCON, and the same sequence needs to be repeated in CONFIG.

Example 2

1. Enter the following commands in GWCON:

*talk 5

+event

Event Logging System user console
ELS>display sub les

ELS>display sub lec

ELS>exit

+

2. To enter these same commands in CONFIG, press Ctrl-P (the default OPCON
intercept character) and go to CONFIG.

+Ctrl1-P-
+talk 6
Config>Ctr1-B four times to retrieve the start of
the four command sequence in this example-
Config>event
Config>event Ctr1-R for REPEAT to set the start of
the repeat sequence-
Config>event Enter
Event Logging System user configuration
ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-
ELS config>display sub les Enter
ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-
ELS config>display sub lec Enter
ELS config>Ctr1-N for NEXT to retrieve the next
command in sequence-
ELS config>exit Enter
Config>

If the OPCON intercept command described in Chapter 7, “The OPCON Process
and Commands” on page 7-1 has been used to redefine the OPCON intercept
character from the default character Ctrl-P to one of the Command History control
characters, Ctrl-B, Ctrl F, Ctrl-R, or Ctrl-N, the OPCON intercept character will
take priority. For example, if the intercept character has been changed to Ctrl-F,
then Ctrl-F will not retrieve Forward in the Command History, but will instead place
the user back at the OPCON prompt (*).
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Chapter 3. Using MSS Server Firmware

The MSS Server contains firmware that tests the hardware each time the MSS
Server is powered on. If the MSS Server has not loaded its operational code, the
firmware will be running.

One of the functions is to perform hardware checking after a power-on, and decide
which version of the operational code will be loaded. It also allows you to change
some of the hardware-related parameters, and manage the operational code and
your configuration files.

The System Management Services menu appears when the MSS Server is set up
to boot up in “Attended Mode.”
Important:

1. You can also access the firmware by stopping the boot process. To do this,
you must have a TTY console directly attached to the EIA 232 service serial
port. When the server starts its boot process, press and hold Ctrl-C or F1 at
the terminal keyboard.

2. If the firmware panels do not appear after you complete the above step:

a. Be sure that your workstation is connected to the EIA 232 service serial
port on the server.

b. Reset or power down and power up the server.

3. You can use the up(1) and down arrow (|) keys or the Tab key to move
around the firmware panels.

Accessing the Firmware Prompt
Before booting the server, note that:

¢ You will need a terminal connected to the server. This can be a VT100 TTY
device connected directly through the serial port.

Important: To access the Firmware prompt, you can stop the MSS Server boot. To
stop it, you must have a TTY console directly attached to the serial port. When the
MSS Server starts its boot sequence, press Ctrl-C from the console to interrupt the
boot sequence.

Another way to control booting is to configure the MSS Server to come up in
Attended mode. Attended mode can be configured from the Firmware command
set.

Boot Options Available for the MSS Server

The MSS Server can be configured for Unattended mode. In Unattended mode,
you must have chosen which load image and which configuration to load. You are
provided with two or three banks to choose among.The structure of the image
banks is as follows:

e IMAGE - Status of image
e CONFIG 1 - Status of Config
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e CONFIG 2 - Status of Config
e CONFIG 3 - Status of Config
e CONFIG 4 - Status of Config

See “List” on page 12-8 for a description of file statuses.

Attended Mode

When the server is configured to come up in attended mode, you have access to
the Firmware System Management Services.

Connection in attended mode is through a TTY connection. You can transfer files
using the Xmodem protocol for TTY or TFTP for IP connections.

In attended mode, you can start booting the server by pressing F9 or by pressing
Ctrl+A , then 9, and then Enter to start the operating system. The system will
prompt you to enter the supervisory password. The default password is mss.

Unattended Mode

This is the normal mode for the 8210. It will come up on the Active, Local, or
Pending image and config based on your choice.

A password is not required to boot up in unattended mode.

Starting the MSS Server Firmware
You can begin using the information in this section after you have prepared your
service terminal and have established connection with the server.

From the Main Menu panel (as shown in Figure 3-1 on page 3-3), you can select
one of four services. The following sections explain these services and provide
instructions for going through the associated panels:

¢ “Managing the Configuration” on page 3-3
e “Selecting the Boot Sequence” on page 3-4
» “Selecting a Device To Test” on page 3-4

e “Using the Utilities” on page 3-6
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IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Manage Configuration
2. Boot Sequence Selection
3. Select Device to Test
4, Utilities

Enter - Esc=Quit - Fl=Help -  F3=Reboot - F9=Start 0S -

Figure 3-1. Main Menu Panel

The Function Keys

Obtaining Help

As seen in Figure 3-1, various function keys appear at bottom of the panels.
These keys are common among the MSS Server Firmware panels. On other panels
the functions keys are stacked at the right of the panel. Use the F1 Help key to get
descriptions for the function keys associated with the MSS Server Firmware.

If your terminal does not support function keys, use the key combination, Ctrl A #
to emulate the function keys.

Note: With some terminal emulators, you may need to define the keys as follows:

Key Definition
F6 ~[[006q
F9 ~[[009q

Online helps are available for panels whenever the F1 key appears at the lower
portion of the panel. Pressing F1 presents a pop-up help window with information
relating to the currently active panel.

Managing the Configuration

Managing the configuration involves defining and modifying some configuration
values. You can change the operational parameters for the EIA 232 service serial
port and the PCMCIA modem by pressing the F6 Modify key.

Note: Although you can modify the speed, parity, data bits, and so on, of either
the EIA 232 service serial port or the PCMCIA modem, it is recommended
that you modify only the PCMCIA modem and not the EIA 232 service serial
port.
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1. Select 1. Manage Configuration from the main menu as shown in Figure 3-1.
2. The System Configuration Information panel appears as shown in Figure 3-2.

Note: Only the fields under Serial Ports can be changed (modified). To
change the specifications for a port, move the cursor to the field, press
F6, and type in the new value.

Use the down arrow (| ) key to scroll to the next panel.
3. Press Enter to make the change effective.

4. To display serial ports, press F6 after selecting the processor type.

IBM server Firmware
Version 3.2
(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services
B System Configuration Information-------------- +
Select one| Processor Type 166MHz 603EV
1. Manag| Memory 64 Megabytes >
2. Boot
3. Selec| L2 Cache 512KB Installed
4, Utili
PCI Slots
Name of adapter STot # Device ID Revision ID
8260 ATM Interface 1 1410 03
Serial Ports
COM1 (x' 8c0') Serial Port
comM2 (x' 2f8') PCMCIA Modem
Enter Enter - Esc=Quit - Fl=Help - F6=Modify -
F e ————— +

Figure 3-2. System Configuration Information

Selecting the Boot Sequence

This function enables you to select a sequence for the various boot devices, display
the current boot device settings, restore the default setting, and boot from other
boot devices.

Attention: It is not recommended that you use this function. Use the Change
Management option under the Utilities menu instead. See Chapter 11,
“Using BOOT Config to Perform Change Management” on page 11-1 for
more information about change management.

Selecting a Device To Test

The firmware performs hardware tests when the MSS Server boots up. But there
may be times when you have removed and replaced a failing part and you want to
run an individual test before a full boot up or reset. The firmware allows you to run
these individual tests:
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e Test All Subsystems: This test runs all the subsystem tests that are listed on
this panel.

Note: This list is a variable list and the entries are based on diagnostic files.

e Test Memory: This test searches all available memory regions, tests the
regions, and presents a consolidated list of test results.

e Test System Board: This tests the PowerPC CPU, the System Board interrupts,
the PCMCIA controller, the system board temperature sensor and its interrupt
mechanism, and turns the LEDs on and off (you must visually confirm that the
LEDs are indeed on or off).

e Test 8260 Mailbox: This tests the Mailbox communications interface with the
8260 or 8265.

e Test IDE Devices: This tests the IDE hard drive devices

— Device self test
— Read/Seek test
— Buffer test

It also allows low-level formatting of the hard drive.

Note: Perform low-level formatting only under the guidance of service support
personnel.

e ATM Interface to Hub: This tests the ATM subsystem in the A-MSS Server
Module.

e 155-Mbps ATM Adapter: This tests the ATM adapter and allows the testing of
the physical interface in the MSS Server when used with an optical wrap plug.

* FDDI Adapter: This tests the FDDI adapter in the MSS Server.

To test a device:
e Select 3. Select Device to Test from the main menu.
The Select Device to Test panel appears (Figure 3-3 on page 3-6 ).

Note: The Select Device to Test panel is created dynamically, depending on
what diagnostics have been loaded. What items appear depend on
whether you have an MSS Server or an A-MSS Server Module.
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IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Manage Configuration

2. Boot Sequence +-------————--—- Select Device to Test------—————————- +

3. Select Device Esc=Quit -

4, Utilities | o

Fl=Help -

{>} Test A11 Subsystems Spacebar=Choose -

{ } Test Memory oo

{ } Test System Board F4=Parm Setup -

{ } Test 8260 Mailbox = ——mmmmmmmmmmo-

{ } Test IDE Devices F6=Execute -

{ } ATM Interface to Hub = —-mmmmmmmmmon

F9=Display Error Log -

Enter - | e

Figure 3-3. Test Selection Panel
» Use the spacebar and up arrow and down arrow keys to select the test that
you want to run.

* Move the cursor to a selection and press F4 to define additional test parame-
ters.

Note: Errors encountered during diagnostics are logged in the hardware error
log.
* The Test Parameters panel appears. From this panel you can select:

Run Interactive Test
Run Wrap Tests
Stop On Error

Loop Tests

Loop Count

Press Esc to return to the Select Device Test panel.
e Press F6 to start a test.
» After the test is complete, press Esc to return to the main menu panel.
The adapter diagnostics are stored on the hard drive in the MSS Server. These

diagnostics can be installed by using the “Copy Remote Files” utility and storing the
file in the C:\DIAGS directory. The file extension of the adapter diagnostics is .6DG.

Using the Utilities
To use the utilities:
1. Select 4. Utilities from the main menu.

A panel listing the available utilities appears (Figure 3-4 on page 3-7).
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Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Set Supervisory Password
2. Enable Unattended Start Mode
3. Disable Unattended Start Mode
4. Remove Supervisory Password
5. Update System Firmware
6. Display Event / Error Log
7. View or Set Vital Product Data
8. Copy Remote Files
9. Remote Initial Program Load Setup
10. Manipulate Dead Man Timer
11. Verify Hard Disk Format
12. Change Management
13. Prepare Hard Disk

Enter - Esc=Quit - Fl=Help -

Figure 3-4. Utilities Selection Panel

2. Make your selection. Additional panels appear to prompt you for additional
information, and messages appear to indicate that the task is completed.

Setting the Supervisory Password

If a password is set and the server is configured to come up in unattended mode,
you must enter the password before you can access the firmware System Manage-
ment Services. The MSS Server is initially shipped with a password of mss. This
utility allows you to set and change the password.

Note: You can perform this function only if you do it immediately after you perform
a power-on reset.

1. Select Set Supervisory Password from the utilities panel.
The Set Supervisory Password panel appears (Figure 3-5 on page 3-8 ).

2. Type your new password and press Enter. The system prompts you to enter
your new password again.

Note: The supervisory password can consist of from 1 to 8 characters with no
restrictions on which characters can be used.
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IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Set Supervisor+-------- Set Supervisory Password---------- +
2. Enable Unatten
3. Disable Unatte| Type your new password, and then
4. Remove Supervi press Enter.
5. Update System
6. Display Event
7. View or Set Vi Enter -  Esc=Quit - Fl=Help -
8. Copy Remote Fi| =—=-=----= mmmmmmmmmmem mmmmeeee o
9. Remote Initial+-----mmmmmmm e +
10. Manipulate Dead Man Timer
11. Verify Hard Disk Format
12. Change Management
13. Prepare Hard Disk

Enter - Esc=Quit - Fl=Help -

Figure 3-5. Set Supervisory Password Panel

3. Type the password again and press Enter.

4. The Password Saved panel appears with the message that your supervisory
password has been saved.

Enabling Unattended Start Mode

The default is that the unattended start mode is enabled, which causes the MSS
Server to load operational code automatically.

Note: You can perform this function only if you do it immediately after you perform
a power-on reset.

1. Select Enable Unattended Start Mode from the utilities panel.

The Unattended Start Mode Changed panel appears. See Figure 3-6 on
page 3-9.
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IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Set Supervisory Password
2. Enable Unattent------ Unattended Start Mode Changed------- +
3. Disable Unatte
4. Remove Supervi Unattended Start mode has been
5. Update System enabled.
6. Display Event
7. View or Set Vi
8. Copy Remote Fi
9. Remove Initial+-----mmmmmmm e +
10. Manipulate Dead Man Timer
11. Verify Hard Disk Format
12. Change Management
13. Prepare Hard Disk

Enter - Esc=Quit - Fl=Help -

Figure 3-6. Unattended Start Mode Changed (Enabled) Panel

Note: Once unattended start mode has been enabled, you can enter the firmware
by pressing and holding Ctrl-C or pressing F1 at the terminal keyboard
when the boot process begins.

Disabling Unattended Start Mode

The default for the MSS Server firmware is that the unattended start mode is
enabled. You disable Unattended Start Mode using this utility.

Note: You can perform this function only if you do it immediately after you perform
a power-on reset.

1. Select Disable Unattended Start Mode from the utilities panel.

The Unattended Start Mode Changed panel appears. See Figure 3-7 on
page 3-10.
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IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Set Supervisor Password

2. Enable Unattended Start Mode

3. Disable Unatte+------ Unattended Start Mode Changed------- +
4. Remove Supervi

5. Update System Unattended Start mode has been

6. Display Event disabled.

7. View or Set Vi

8. Copy Remote Fi

9. Remote Initial

10. Manipulate Deat--======——— oo +
11. Verify Hard Disk Format

12. Change Management

13. Prepare Hard Disk

Enter - Esc=Quit - Fl=Help -

Figure 3-7. Unattended Start Mode Changed (Disabled) Panel

Removing Supervisory Password

The use of a supervisory password allows you a degree of security by preventing
unauthorized access to the MSS Server's System Management Services
(firmware). Removing the enforcement of a password, however, could be a conven-

ience while servicing the MSS Server.

Note: You can perform this function only if you do it immediately after you perform
a power-on reset.

1. Select Remove Supervisory Password from the utilities panel.

The Remove Supervisory Password panel appears. See Figure 3-8 on
page 3-11.
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Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Set Supervisory Password
2. Enable Unattended Start Mode
3. Disable Unatte+------- Remove Supervisory Password-------- +
4. Remove Supervi
5. Update System | Do you want to remove the
6. Display Event | Supervisory password?
7. View or Set Vi
8. Copy Remote Fi| Yes (Y) - No (N) -
9. Remote Initial| ----------- —----mmoum-
10. Manipulate Deat--======——— oo +
11. Verify Hard Disk Format
12. Change Management
13. Prepare Hard Disk

Enter - Esc=Quit - Fl=Help -

Figure 3-8. Remove Supervisory Password Panel

2. Type Y if you want to remove the supervisory password.

3. The Password Removed panel appears. This panel informs you that the super-
visory password has been removed.

Updating System Firmware
Use this utility to update the MSS Server firmware.

Note: Do not power off or reset the MSS Server during the process of updating
the firmware. If the update fails, the MSS Server will boot a backup
firmware image. If this happens, repeat the update procedure to reload the
onboard firmware image.

1. Select Update System Firmware from the utilities panel.

The System Firmware Update panel appears. See Figure 3-9 on page 3-12.
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(C) Copyright server Corporation, 1996, 1998. A1l rights reserved.
System Management Services

Select one:
1. Set Supervisory Password
2. Enable Unattended Start Mode
3. Disable Unattended Start Mode
4. Remove Supervisory Password
5. Update System +------uu-- F/W Update Options------==c-aano +
6. Display Event
7. View or Set Vi| 1. TFTP a Remote Image File
8. Copy Remote Fi| 2. XMODEM a Remote Image File
9. Remote Initial| 3. Use a Local Image File
10. Manipulate Dea

11. Verify Hard Di Enter - Esc=Quit - F-1=Help

12. Change Managem| -------  —----e-oo cmmmmmeeeo o
13. Prepare Hard DH------ommm oo oo e +
Enter - Esc=Quit - Fl=Help -

Figure 3-9. Update System Firmware Panel
2. Select the option that you want to use from those listed. For TFTP, the system
prompts you for the remote (the “from”) file name that you want to use.

If you need to set the IP address of the MSS Family Client, use the Remote
Initial Program Load menu.

The firmware update process begins. It informs you that the system firmware
has been updated.

Displaying the Event/Error Log

To display the Event/Error Log:
1. Select Display Event / Error Log from the utilities panel.

The Event / Error Log panel appears. See Figure 3-10 on page 3-13.
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Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Set Supervisory Password
2. Enable Unattended Start Mode
3. Disable Unattended Start Mode
4. Remove Supervisory Password
5. Update System Firmware

Fom - Event LOog-----=--=--——— - +
1. Src 1 08/src/arp/sysext/c200/i0_int.c:324 00000005,012B
2. BoOtup Osksxkskkrhskkkhhkrkhhk 00-01, 21 01/03/96 16:23:27
3. Src 1 08/src/arp/sysext/c200/i0_int.c:324 00000005,012B
Enter - Esc=Quit - Fl=Help - F2=Clear Log -
T T L e T +

Figure 3-10. Event/Error Log Panel
If the log is too large to appear on one panel, you can move through the log by
using the up and down arrow keys or the PgUp/PgDn keys.
2. Press F2 to clear the log.
Hardware Error Codes

The error log that is displayed when you use the Display Event/Error Log firmware
utility contains error codes. Table 3-1 explains these codes.

Table 3-1 (Page 1 of 2). Hardware Error Codes

Error Code Physical Software Sub- Explanation

Location system
00010000 System Board Processor Error occurred during processor test
00011000 System Board NVRAM Non-volatile RAM Test Failure
00015001 System Board Firmware Error occurred while erasing the system firmware
00015002 System Board Firmware Error occurred while updating the system firmware
00015011 System Board Main Flash Array Error occurred while erasing the system main flash

array

00015500 System Board Interrupts System board interrupt test failure
00015501 System Board Interrupts Error occurred during processor interrupt test
00015502 System Board Interrupts Error occurred during real-time clock interrupt test
00015503 System Board Interrupts Error occurred during timer interrupt test
00015504 System Board Interrupts Error occurred during dead-man timer interrupt test
00016000 System Board RTC-NVRAM CRC error
00016002 System Board RTC-NVRAM Read/write failure
00017001 System Board RTC-NVRAM Battery drained
00017006 System Board RTC-NVRAM Security data missing or not valid
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Table 3-1 (Page 2 of 2). Hardware Error Codes

Error Code Physical Software Sub- Explanation
Location system
00017007 System Board Security Maximum unsuccessful attempts to enter password
was reached
00170000 IDE IDE Unable to allocate memory for IDE diagnostics
001701xy IDE IDE IDE device id y on controller x is not responding
001702xy IDE IDE Formatter device error occurred on IDE device ID y on
controller x
001703xy IDE IDE Sector buffer error occurred on IDE device ID y on
controller x
001704xy IDE IDE Controlling microprocessor error occurred on IDE
device ID y on controller x
001706xy IDE IDE Two masters may not be present on IDE controller x.
This configuration is not valid.
001707xy IDE IDE IDE device id y on controller x not is responding
001708xy IDE IDE IDE device id y on controller x not is responding
2209E000 System Board Thermal Sensor Thermal sensor configuration error occurred
2259E000 System Board Thermal Sensor Thermal sensor interrupt error occurred
2269ExxxX System Board Thermal Sensor Thermal sensor reached maximum operating condi-
tions. xxx=temperature over maximum conditions in
degrees Celsius in hexadecimal
30001000 IDE IDE Error occurred while running the IDE diagnostics
30002000 IDE IDE Error occurred while preparing the hard drive
5abcdefg System Board PCMCIA Error occurred during the PCMCIA test
abcdefg = detailed information
50001100 System Board Firmware The level of System Management Services does not
match the level of system firmware
710sdddd 155-Mbps MMF ATM diagnostics Error occurred with ATM adapter in slot
adapter “s” dddd = detailed status
720sdddd 155-Mbps SMF ATM diagnostics Error occurred with ATM adapter in slot
adapter “s” dddd = detailed status
740sdddd 8260 ATM inter- ATM diagnostics Error with the 8260 ATM interface
face dddd = detailed status
750sdddd FDDI Adapter FDDI diagnostics Error occurred with FDDI adapter in slot
“s” dddd = detailed status
7msceddd PCI slots Adapters m=unique for adapter type
s=subtest, c=slot id, e=error id,
ddd = debug
80000000 System Board 8260 Interface Echo Response test with 8260 failed
801000xy System Board Mailbox Memory Error mailbox memory
X = indicates page 2 error
y = indicates page 1 error
81xyzzzz System Board Memory Error occurred while testing main flash

array memory pages
X, Y, zzzz = detailed information
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Viewing Vital Product Data
This utility allows you to view vital product data (VPD) for the MSS Server

IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Set Supervisory Password
2. Enable Unattended Start Mode
3. Disable Unattended Start Mode
4. Remove Supervisory Password
5. Update System Firmware
6. Display Event / Error Log
7. View or Set Vital Product----- View or Set Vital Product Data----- +
8. Copy Remote Files
9. Remote Initial Program L
10. Manipulate Dead Man Time| Firmware Part Number
11. Verify Hard Disk Format | Hardware Vital Product Data
12. Change Management
13. Prepare Hard Disk

Enter - Esc=Quit R B e L L L L P P

Figure 3-11. View of Set Vital Product Data

1. Select View or Set Vital Product Data from the utilities panel.

The View or Set Vital Product Data panel appears (Figure 3-11 ). From this
panel you can select the type of vital product data you want to view.

2. For each selection, a View Part Number panel appears that contains the part
number you selected. Version number and dates are provided for the firmware
and System Management Services.

3. Select Hardware Vital Product Data if you want to view vital product data.
VPD is stored in keyword format. The following is a list of the keywords and
their meanings. Depending on the configuration of your system, all of the
keywords listed may not be present or have meaningful values.

Vital product data fields are:
AT - Main logic card type
DS - Text description of card
FN - FRU number
PN - Manufacturing part number
ML - Maintenance level
MF - Manufacturing location
SN - Serial number
BF - Boot flash level and ID
NA - Burned in MAC Address in ASCII Format

ZB - Burned in MAC Address in Hex Canonical Format
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TM - Machine type and model
F# - Feature Number

BS - Box serial number

RC - Recycle count

Z0 - Vendor ID

4. Press Esc when you are through.

Copying Remote Files

This utility allows you to copy remote files from another machine into the hard file.
There are two methods of file transfer, TFTP from a server using the Ethernet port,

or Xmodem over the active serial port.

1. Select Copy Remote Files from the utilities panel.

The Copy Remote Files panel appears (Figure 3-12 ). From this panel you
select the method of file transfer. Subsequent panels allow you to enter the

names of the files that you want to copy.

IBM server Firmware
Version 3.2

System Management Services

Select one:
1. Enable Unattended Start Mode
2. Disable Unattended Start Mode
3. Update System Firmware
4. Display Event / Error Log
5. View or Set Vital Product Data
6
7
8

. Remote Initial Program L
. Manipulate Dead Man Time| 1. TFTP a Remote File
11. Verify Hard Disk Format 2. Xmodem a Remote File
12. Change Management
13. Prepare Hard Disk
Enter - Esc=Quit -

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.

. Copy Remote Files e Copy Remote Files

Enter - Esc=Quit R B e L L L L P P

Figure 3-12. Copy Remote Files Panel

Setting Up Remote Initial Program Load

Before you can configure an MSS Server in the network, it must have an IP
address that is recognized within your network and it must have the addresses of

your ATM adapters.

This utility allows you to load this minimum information to install this device in your
network so that you can send it a configuration file, or otherwise communicate with
it. This utility allows you to Ping the MSS Server, after loading its minimum network

parameters, to see if you can communicate with it.

1. Select Remote Initial Program Load Setup  from the utilities panel.
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The Network Parameters panel appears (Figure 3-13 on page 3-17 ). From
this panel you can select to enter the IP address of the MSS Server and the
host, input adapter parameters, or Ping from the MSS Server to the host.

IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.
System Management Services

Select one:
1. Set Supervisory Password+---------- Network Parameters ---------- +
2. Enable Unattended Start
3. Disable Unattended Start 1. IP Parameters
4. Remove Supervisory Passw 2. Adapter Parameters
5. Update System Firmware 3. Ping
6. Display Event / Error Lo
7. View or Set Vital Produc
8. Copy Remote Files Enter - Esc=Quit - Fl=Help -
9. Remote Initial Program L| —----=--—-- —cmmmmmmmmee
10. Manipulate Dead Man Time+--===—mmommm oo +

11. Verify Hard Disk Format
12. Change Management
13. Prepare Hard Disk

Enter - Esc=Quit - Fl=Help -

Figure 3-13. Setup Remote Initial Program Load Panel

* If you select IP Parameters , a panel appears on which you can enter:

Client IP Address (the IP address of the MSS Server)
Server IP Address

Gateway IP Address

— Subnet Mask

An MSS Server 8210-001 2-wide blade comes from the factory with the
following default IP addresses:

Client 10.1.1.2
Server 10.1.1.1
Gateway 10.1.1.1

Subnet Mask 255.255.255.0

An A-MSS Server Module 1-wide blade comes from the factory with the
following default IP addresses:

Client 10.1.2.2
Server 10.1.2.3
Gateway 10.1.2.3

Subnet Mask 255.255.255.0

2. If you select Adapter Parameters , a panel appears with a list of any
configurable adapters.

3. The Ping option allows you to test connectivity.

Note: Do not Ping your current terminal connection via SLIP.
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Manipulating the Dead Man Timer
This utility allows you to selectively enable or disable the dead man timer. The
default is disabled.

1. Select Manipulate Dead Man Timer from the utilities panel.

A Dead Man Timer Options panel appears. From this panel you can enable or
disable the timer.

IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Set Supervisory Password
2. Enable Unattended Start Mode
3. Disable Unattended Start Mode
4. Remove Supervisory Password
5. Update System Firmware
6. Display Event / Error Log
7. View or Set Vital Product Data
8. Copy Remote Files
9. Remote Initial Program L

10. Manipulate Dead Man Time+--------- Dead Man Timer Options--------- +
11. Verify Hard Disk Format
12. Change Management 1. Enable Dead Man Timer
13. Prepare Hard Disk 2. Disable Dead Man Timer
Enter - Esc=Quit - Enter - Esc=Quit - Fl=Help -
F e +

Figure 3-14. Manipulate Dead Man Timer Panel

If you have enabled the timer and the server locks up, the timer automatically
resets the hardware after the time expires.

Verifying Hard Disk Format

This utility allows you to verify whether the hard disk is correctly formatted so that
code images, configuration files, and dump data can be written to the hard disk as
needed.

1. Select Verify Hard Disk Format from the utilities panel.

A Hard Disk Format panel appears, informing you whether or not the hard disk
is correctly formatted.
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IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
System Management Services

Select one:
1. Set Supervisory Password
2. Enable Unattended Start Mode
3. Disable Unattended Start Mode
4. Remove Supervisory Password
5. Update System Firmware
6. Display Event / Error Log
7. View or Set Vital Product Data
8. Copy Remote Files
9. Remote Initial Program L
10. Manipulate Dead Man Timer

11. Verify Hart-------cc-o-- Hard Disk Format Correct----------------- +
12. Change Man
13. Prepare Ha The hard disk is correctly formatted.
Enter - E Enter -
o m e +

Figure 3-15. Verify Hard Disk Format Panel

Change Management
Change Management enables you to manipulate the server level of software code
that will run on the server See Chapter 11, “Using BOOT Config to Perform
Change Management” on page 11-1 for detailed information about change man-
agement.

Xmodem Software Selection

Xmodem is supported only from the Firmware prompt. To access the Firmware
prompt, you must either interrupt the boot-up sequence or bring up the server in
attended mode. The Change Management command is available from the Utilities
option of the Main Menu. From that point, the server directs you as to what to
transfer in and where to put the image.

Notes:

1. When the server is in firmware mode, there is no Active configuration or image.
Therefore, you should use caution when specifying where to write new images
or configurations.

2. When using Xmodem to transfer a multiple load module image (in the form of
several files ending in .Id), you must transfer each of the modules (.Id files)
one by one to get the entire load module image.

When an entire load image has transferred, the status of the bank will change
from CORRUPT to AVAIL. Transfer file LML.Id first. Unless you see an informa-
tion message ERROR WRITING FILE appear, assume each individual transfer has
been successful.
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When you are finished with file transfer, select List software on the Change Man-
agement menu. The status will have changed to AVAIL for that bank that has the
new load image.

The following sample menus are associated with Xmodem download. These menus
show the text that is displayed when you choose Change Management.

Examples:

IBM server Firmware
Version 3.2
(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.

Change Management Software Control

Select one:

Add Description Data
Describe Software

Control Rebooting of Router
Control Dumping of Router
Copy Software

Erase Software

List Software

Lock Config File

Set Boot Information

10. TFTP Software

11. Unlock Config File

12. XMODEM Software

OOoONOOTH WN —

Enter -  Esc=Quit - Fl=Help -

1. Select Copy Software .

IBM server Firmware
Version 3.2
(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.

Change Management Software Control

Add Description Data

Describe Software

Control Rebooting of Router

Control Dumping +-------------- Select Type--------=---—---- +
Copy Software

Erase Software 1. Config

List Software 2. Load Image

Lock Config File

Set Boot Informa Enter - Esc=Quit - Fl=Help -
10. TFTP Software |  ====-mmmmmm mmmmmm e -
11. UnTock Config Fit--mmmmmmmmm e - +
12. XMODEM Software

OONOOT B WN —

Enter - Esc=Quit - Fl=Help -
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2. Select either Config (for configuration file) or Load Image (for the operational

software file).

The following figure is an example of the Load Image selection.

IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. A1l rights reserved.

REEE R BANK A -------- Fommmmmmee - Description------------ Fommmm- Date------- +
IMAGE - AVAIL -14256 Jan 1970 -
CONFIG 1 - PENDING -14256 Jan 1970 -
CONFIG 2 - NONE -14256 Jan 1970 -
CONFIG 3 - NONE -14256 Jan 1970 -
CONFIG 4 - NONE -14256 Jan 1970 -

REE R BANK B -------- e ittt Description------------ oo Date------- +

IMAGE - PENDING -14256 Jan 1970 -
CONFIG 1 - NONE 02 Jan 1994 20:39
CONFIG 2 - NONE 02 Jan 1994 20:41
CONFIG 3 - NONE B + 1994 20:43
CONFIG 4 - NONE 1994 20:45

o e [ +

* - Last Used Config L - Config F Enter
1. Bank A —---mmmm-
XMODEM Software 2. Bank B Esc=Quit
Enter -  Esc=Quit - Fl=Help - Fl=Help
---------------------------- R i &

The following figure is an example of the Config selection.

IBM server Firmware
Version 3.2

BANK A
IMAGE - PENDING
CONFIG 1 - PENDING
CONFIG 2 - NONE
CONFIG 3 - NONE
CONFIG 4 - NONE

XMODEM Software

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.

A e e e

[ g g g

______ A o e e e
BANK B
IMAGE - AVAIL
CONFIG 1 - NONE
CONFIG 2 - NONE
CONFIG 3 - NONE

CONFIG 4 - NONE
______ [ TPy g iy g g Sy g S gy g S

+Select Destination Config+
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Preparing the Hard Disk
This utility allows you to verify whether the hard disk is correctly formatted so that
code images, configuration files, and dump data can be written to the hard disk as
needed.

Note: This procedure takes approximately 45 minutes on the PCMCIA IDE hard
file and approximately 10 minutes on the internal IDE hard file.

1. Select 13. Prepare Hard Disk from the utilities panel.

A Prepare Hard Disk. panel appears, warning you that your user data on the
hard disk will be destroyed if you continue.

IBM server Firmware

Version 3.2

(C) Copyright IBM Corporation, 1996, 1998. All rights reserved.
Fommm e Attention---------cccooo- +

A11 user data on the drive shown
Select one: below will be destroyed if you
1. Set Supervisor| continue.
2. Enable Unatten
3. Disable Unatte| IBM-DDLA-21620 1626 MB Disk ID
4. Remove Supervi 0, Controller 0

5. Update System

6. Display Event Are you sure you want to continue?
7. View or Set Vi
8. Copy Remote Fi| Yes (Y) - No (N) -
9. Remote Initial| ----=--=--= —-ccmmeoo-
10. Manipulate Deat---====-= - oo m o +
11. Verify Hard Disk Format

12. Change Management

13. Prepare Hard Disk

Enter - Esc=Quit - Fl=Help -

Figure 3-16. Prepare Hard Disk Panel

2. Type Y and press Enter, if you want to reformat the hard disk.

The Hard Disk Formatted panel appears. This panel informs you that the hard
disk has been reformatted.

3. Type N and press Enter if you do not want to reformat the hard disk.

The 8210 model 002 and the 1-wide blade support an optional PCMCIA Flash
drive. Use the “Prepare Hard Disk” utility to format this card for use in the MSS
Server.
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Getting Started with 8210 Configuration

Chapter 4. Getting Started with Configuring the 8210

This chapter explains how to access the 8210 using a workstation and how to
manage operational software images and configuration files. It also provides a brief
overview of the configuration methods available for the 8210.

Physical Access Methods

Before the 8210 has been configured, it cannot yet function in the ATM network.
Therefore, you have to access it in one of the following ways:

¢ Through a null modem cable attached to the EIA 232 service port. This is
known as local connection.

e Through one of the PCMCIA modems, or through a modem attached to the EIA
232 service port. The PCMCIA modems are the Voice/Data/Fax Modem and
the Data/Fax Modem. These are the forms of remote connection, which rely on
the telephone lines.

You can set up both a local and a remote connection to the 8210. However, only
one port can be active at any given time. If a workstation is connected locally to the
serial port and a call comes in over the Voice/Data/Fax Modem or the Data/Fax
Modem, priority is given to the call. After the call, the workstation will have to log
back into the 8210.

With local or remote connection, you can use a teletypewriter (TTY) connection.
TTY requires communications software to enable file transfer.

Alternatively, you can use Serial Line Internet Protocol (SLIP) over the local or
remote connection. If you use SLIP, you must have Transmission Control
Protocol/Internet Protocol (TCP/IP) running on your workstation.

You can continue to use local or remote access to the 8210 after it has been con-
figured. However, after configuration, you can also use Internet Protocol (IP) to
access the 8210 through the network. For the IBM 8210 Nways Multiprotocol
Switched Services (MSS) Server, the connection is made over optical fiber from
one of the ATM connectors. For the IBM Nways Multiprotocol Switched Services
(MSS) Server Module, the connection is made through the ATM switch in which the
module is installed.

Figures 4-1, 4-2, and 4-3 show local connection, remote connection using the
PCMCIA modem, and connection over the network.
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MSS
Server PCMCIA Modem Connection

EIA
232
Port
Workstation
L with SLIP or
TTY
Null
Modem
Figure 4-1. Local Serial Connection to the EIA 232 Port
MSS
Server PCMCIA Modem Connection
EIA
232
Port
Workstation
with SLIP or
TTY
Modem

Figure 4-2. Remote Serial Connection to the PCMCIA Modem (Voice/Data/Fax Modem or Data/Fax Modem)

MSS ATM Connection
ATM Workstation

[ & W with IP

Figure 4-3. Connection Using IP Over the ATMNetwork. The server must be operational in the network to use this
connection.

SLIP Addresses

To configure SLIP, use these addresses:

The IP address of the workstation
10.1.1.3

The IP address of the 8210
10.1.1.2
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For instructions about installing SLIP on your workstation, refer to the documenta-
tion for your version of TCP/IP.

Serial Port and Data/Fax Modem Default Settings

These are the default settings for the serial port:

Speed 19.2 Kbps
Parity None
Data Bits 8

Stop Bits 1

The Data/Fax Modem is a 28.8-Kbps V.32 bis modem. It is set up with a default
speed of auto detect. The parity, data bits, and stop bits are the same as those of
the serial port: None, 8, and 1.

Once the operational code has loaded, the line speed for the serial port is automat-
ically set to 19200 baud.

Configuration and Monitoring Tools

These are the various configuration and monitoring tools that are supported by the
physical connections:

Multiprotocol Switched Services Client Configuration Program
This is a standalone program that is installed in a workstation which uses
TCP/IP to connect to the 8210. You must use this program differently before
and after the initial configuration of the 8210.

Before configuration:

Initial configuration of the 8210 must be through a modem or the service port,
over a serial link. When the 8210 is in this state, you cannot use the Commu-
nications options of the Configuration Program. You can create configuration
files and download them later to the 8210 over the serial link using TFTP over
SLIP. The workstation must be running TCP/IP with a TFTP daemon.

Note: If you are using a Windows 95 workstation, you must obtain a TFTP
daemon as the daemon is not part of the base TCP/IP software.

After configuration:

The configuration file that download over a serial link can provide an IP
address and subnet mask to the 8210, or establish LAN emulation. After con-
figuring the 8210 and making it operational in the ATM network, you can
access the 8210 through the network.

When the 8210 is in this state, you can use the Communications Send option
of the Configuration Program to send configuration files from the workstation
over the network to the 8210. When using the version of the Configuration
Program that is supported by AlX, you can also use the Communications
Retrieve option of the Configuration Program to retrieve configuration files
from the 8210. For more information, see IBM 8210 Multiprotocol Switched
Services Server Configuration Program User’s Guide for Nways Multiprotocol
Access, Routing, and Switched Services, GC30-3830.

Web browser Hypertext Markup Language (HTML) interface
The Web browser interface is a configurator that is a home page and is
accessed by a Web browser from a workstation that is connected to the 8210.
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You need a Web browser that can display clickable images and tables. The
Web browser interface can be accessed using SLIP or IP. You must use the
serial line connection and SLIP before the 8210 is operational in the network.

If you supply the Web browser the SLIP address, one of the configured IP
addresses of the 8210, or its name (when using an IP name server), the Web
browser interface will come up.

Note: The configured IP addresses of the 8210 include the IP addresses of
all the LAN emulation clients and Classical IP clients.

Command line interface
The command line interface is a teletypewriter (TTY) text interface that
requires you to enter commands to use it. The workstation that accesses it
must be either an ASCII terminal, a personal computer (PC), or other intelli-
gent programmable workstation emulating an ASCII terminal.

This interface must be reached over a serial link before the 8210 is opera-
tional in the network; you can use TTY or SLIP to access it. If you use SLIP,
you can Telnet into the 8210.

After the 8210 is operational in the network, you can Telnet into the 8210 over
IP to bring up this interface. If one connection to the 8210 is a Telnet session,
the 8210 can support two connections at one time.

The command line interface is marked by an asterisk (*) prompt. Refer to the
IBM Multiprotocol Switched Services (MSS) Server Interface Configuration
and Software User’s Guide for a full description of this interface.

Important:  If you use a serial connection, (either local or remote), you must
press a key to bring up the asterisk that is the prompt for the
command line interface. When you make the connection, the message
Please press a key to obtain console appears and reminds you to
do this.

Voice/Data/Fax Modem or Data/Fax Modem
The Voice/Data/Fax Modem is an integrated modem with both voice and fax
capabilities that is shipped with the 8210 in the U.S. and Canada. It provides
access using touch tone telephone input with automated voice responses. In
addition to faxing an alert after the 8210 has had a failure and has restarted,
it can fax other reports that monitor the 8210 and it can change a few
dynamic parameters that help to maintain the 8210 in the network.

The Data/Fax Modem is an integrated PCMCIA modem that handles data and
can fax an alert from the 8210. For example, it can fax an alert from the 8210
if the 8210 has had a failure and has then automatically restarted.

Both of these modems provide full text console access to the command line
interface. They provide remote connection that supports either the TTY or
SLIP access. The Voice/Data/Fax Modem provides access using the voice
interface to several configuration parameters, including enabling or disabling
thermal shutdown for the standalone server only.
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Fax Accumulation

If several undeliverable faxes are sent from the Voice/Data/Fax interface, they will
not be deleted. They will accumulate as new faxes are added and sent when pos-
sible. The most common cause of fax delivery failure is a missing or incorrect fax
telephone number.

Local and Remote Console Access

When accessing the 8210 locally on a null modem cable attached to the EIA
service port or remotely through the PCMCIA modem, use VT100 terminal emu-
lation. Because VT100 does not define function keys above F4, edit the keyboard
mapping manually as follows: For F6, enter the mapping (ESC)OU. For F9, enter
the mapping (ESC)(Left square bracket)009q.

Note: (ESC) represents the carat symbol followed by the left square bracket.

Also note that a PING done on the PCMCIA modem may take up to 2 minutes.

Remote Voice Access

When dialing the number for voice access to the MSS Server, detection of the user
is not automatic, as implied in “Voice/Data/Fax Modem Menu Items” on page 6-4.
The user will be asked to press the # key. If the user fails to do this, the server
assumes the caller is a modem and will subsequently send a carrier signal. If the #
key is pressed, operation proceeds as given in “Voice/Data/Fax Modem Menu
ltems” on page 6-4.

File Transfer

Table 4-1 defines the ways in which configuration files and operational software
files can be transferred to and from the 8210.

Table 4-1 (Page 1 of 2). File Transfer

File Transfer Method Type of Connection

TFTP Get command from the 8210 to the workstation that e SLIP connection (using

has the binary configuration file, to download operational the TFTP Get command
software images and configuration files to the 8210. Files to download files to the

sent using TFTP must be binary, or the 8210 cannot use 8210).

them. You should use the Create command of the Config-
uration Program to save configuration files in binary format
before downloading them to the 8210.

¢ |P connection of opera-
tional 8210 over func-
tioning network (using
the TFTP Get and Put

After the 8210 is operational in the network, you can use commands to download

the TFTP Put command over IP to upload a file from the and upload files).

8210 to a workstation. The file will be uploaded in binary

format. Both operational software and configuration files can

be uploaded.

You should use the Read router configuration option of the
Configuration Program to make an uploaded configuration
file usable by the Configuration Program so that you can
change some parameter values in it.

Note: Using TFTP Put is a way to retrieve files from the
8210 if the Retrieve option of the Configuration
Program is not available.

Chapter 4. Getting Started with Configuring the 8210  4-5



Getting Started with 8210 Configuration

Table 4-1 (Page 2 of 2). File Transfer

File Transfer Method Type of Connection

The Communications Option of the Configuration Program IP connection of operational
(actually, the protocol for this is SNMP). This method 8210 over functioning
cannot be used until the 8210 is operational in the network. network.

The files are not binary, but are in a format that is internal
to the Configuration Program. This function can send con-
figuration files to the 8210 and retrieve them from the
server.

Initial Configuration

After the 8210 has passed its hardware diagnostics, it is in a ready state for config-
uration. These are two examples of ways to complete the first configuration:

First Example
1. Use the Configuration Program to create a binary configuration file.
2. Download the file to the 8210 using TFTP over SLIP.

3. Restart the 8210 to make the configuration active. If your configuration file
included all the necessary parameters, the 8210 should now be completely
operational in the network.

Second Example
1. Perform a minmial configuration using one of the following methods:

e Use a SLIP or a TTY connection over a serial link to access the IBM 8210.
e Bring up the Web browser interface or the command line interface.

e Use quick configuration to do a minimal configuration of the IBM 8210,
including IP address and SNMP. See “Quick Configuration” on page 4-7.

2. Restart the IBM 8210 to activate the quick configuration.

3. Next, make and save a configuration file using the Configuration Program. Use
either the TFTP Get command over SLIP or IP or use the Communications
Options Send command of the Configuration Program to download the config-
uration file.

When using TFTP, you must use the Create option of the Configuration
Program to create binary files and then TFTP them to the IBM 8210.

4. Restart the IBM 8210 to make the configuration active. If the configuration file
included all the necessary parameters, the IBM 8210 should now be completely
operational in the network.

Tips for Managing Configuration Problems

Important;  After the IBM 8210 is configured and operational, always back up the
active configuration file. Keeping this file enables you to re-establish the
IBM 8210 on the network should the active configuration become corrupted.

Back up the active configuration file by retrieving it and storing it in the
workstation. See “File Transfer” on page 4-5 for more information.
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Reconfiguring

You may find it hard to detect problems caused by configuration errors. A config-
uration error can initially appear to be a hardware problem because the IBM 8210
will not start or data will not flow through a port. In addition, problems with config-
uration may not result in an error initially; an error may occur only when specific
conditions are encountered or when heavy network traffic occurs.

If you cannot resolve a problem after making a few changes to the configuration or
after restoring the active configuration file, it is recommended that you generate a
new configuration. Too many changes to a configuration often compound the
problem, whereas you can usually generate and test a new configuration within a
few hours.

Quick Configuration

Quick configuration is a process for initial configuration that is available either from
the Web browser interface or from the command line interface. It produces a simple
configuration that will enable the IBM 8210 to run in the network. The Web browser
interface, which is the more usable of the two interfaces, is recommended. See
“Quick Configuration Using the Web Browser Interface” on page 5-5 for a
description of quick configuration using the Web interface.

Completing the Configuration After Quick Configuration

After completing quick configuration, reload the IBM 8210 to activate the configura-
tion. Then, you can access the IBM 8210 over the network, if you have configured
an IP address for it.

The configuration provided by QCONFIG depends upon many default values for
parameters, some of which may not be appropriate to your installation. You may
need to modify the configuration created using QCONFIG to customize the IBM

8210 to work in your network. Do this using any of these methods:

e Configuration Program
e Web browser HTML interface
e Command line interface

However, the Configuration Program is the preferred configuration method for these
reasons:

1. It enables you to keep a number of copies of configuration files on a server for
uploading to the appropriate IBM 8210s.

2. It does not alter any configuration parameters dynamically. This feature helps
control changes to the IBM 8210 configurations.

3. It performs more input validation and cross-checking of the configuration
parameters than the other methods.

The command line interface and the Web browser interface cause certain parame-
ters to be altered dynamically. The binary files that they create are saved on the
hard disk ofthe IBM 8210, not in the workstation. These characteristics make them
more difficult to use for managing the configuration of the IBM 8210. However, they
can be used to monitor the operations of the IBM 8210, whereas the Configuration
Program cannot. They are also useful when you want to change one of the param-
eters that can be dynamically altered.
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How Software Files Are Managed

To help manage operational software upgrades and configurations, the IBM 8210
has a software change management feature. This utility enables you to determine
which operational software file andwhich configuration file is active while the IBM
8210 is running. In addition to storing the active operational software andthe active
configuration file, the IBM 8210 stores two backup images of the operational soft-
ware andup to 11 configuration files in non-volatile memory.

How to View the Files

To use the change management tool in the command line interface to view the
operational software image and the configuration files, follow these steps:

1. From the prompt for OPCON, which is an asterisk (*), type talk 6. The prompt
Config> appears.

2. Enter boot . You will see the prompt Boot config>.

3. Enter list to display information about which load images and configuration files
are available and active.

See “List” on page 12-8 for sample list output and a description of file statuses.

How to Reset the IBM 8210

Note: A reset interrupts the function of the IBM 8210 for up to 90 seconds. Be
sure that the network is prepared for the interruption.

As previously stated, PENDING and LOCAL files are not loaded into active memory
until you reset the IBM 8210.

You can reset the IBM 8210 using any one of these methods:
* Press the hardware reset button.
e At the Config only> prompt, type reload .

Note: The Config only> prompt appears when no configuration file is active.
Lack of an active configuration file indicates that an active configuration
has become corrupted or that the IBM 8210 is not configured.

e At the OPCON prompt (*), type reload .

File Transfer Using TFTP

See “TFTP” on page 12-11 for a sequence of commands to transfer a file from a
workstation or server to the IBM 8210 using TFTP. You will need to substitute your
own values for the IP address and path, which are given as examples.

Storing Configuration Files Using the Command Line Interface or the
Web Browser Interface

To store a configuration file created using the command line interface, type write at
the Config> prompt. When using the Web browser interface, select Write. The
Write command creates a binary configuration file that contains the most current
value of each of the configuration parameters.
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This file is stored in the ACTIVE bank and is given PENDING status. If the status of
the file is not changed by a Set command, it becomes the ACTIVE configuration
when the IBM 8210 is reset.

Changing the Statuses of Files

These are the ways to change the statuses of image and configuration files:

e You can cause the IBM 8210 to perform a reset by using the Send command
from the Communications Option of the Configuration Program. When you do
this, the file sent can arrive as a PENDING file or as an AVAIL file. If it is a
PENDING file, it becomes the ACTIVE configuration and the previously ACTIVE
file becomes AVAIL when the IBM 8210 is reset.

If it is an AVAIL file, resetting the IBM 8210 does not change its status.

» Use the Set config (set config) commands from the Boot config> prompt manu-
ally to change the status of any files except the ACTIVE files. If you set a file to
PENDING, it becomes ACTIVE and the ACTIVE file becomes AVAIL when a
reset is performed.

* Use the Write command to store a configuration file that you have created
using the command line interface or the Web browser interface, it is stored with
a PENDING status.

e |f you copy a file from one location to another, the file receives the status of the
file that was there before it and that it overwrites. For example, copying a file
with the status of AVAIL over a file that has the status of PENDING, the new
file will keep the status of the original file, which is PENDING.

Using the Configuration Program to Manage the Configuration Files

For optimal configuration management, it is recommended that you use the Config-
uration Program and its configuration database to manage all IBM 8210 configura-
tion files.

The design of change management facilitates good control of the configuration files.
Keeping the ACTIVE file and the file that is stored in the configuration database the
same assures that a copy of the ACTIVE file is always available.

Use the Send option to send a new configuration to the IBM 8210, the new config-
uration is written to the ACTIVE bank and overwrites the file located in the position
just below the currently ACTIVE configuration. The new configuration is PENDING
if a time is set for a reset. If the configuration file is sent without a specified time for
the reset to occur, it gets AVAIL status.

For example, suppose that CONFIG 2 is ACTIVE. The new configuration file is
written to CONFIG 3. It has a status of PENDING if a reset time is associated with
it; if not, it has a status of AVAIL.

If the file has a status of PENDING, CONFIG 2 becomes AVAIL and CONFIG 3
becomes ACTIVE when a reset occurs. The next file that is sent from the Config-
uration Program will be placed in CONFIG 4. If a reset time is associated with the
file, it will have the PENDING status and will become ACTIVE when the next reset
occurs. If another file is then sent, it is placed in CONFIG 1 because the currently
ACTIVE file is now in CONFIG 4. This arrangement results in a circular queue.
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If the downloaded file has a status of AVAIL, a reset does not change its status. If
another file is sent down, it overwrites that file because the ACTIVE file has not
changed and the newly downloaded file always occupies the location just behind
the ACTIVE file.

Using the Set Commands
See “SET” on page 12-10 for information about the set command.

Other Change Management Functions
These are the other change management commands:

¢ Describe load images
» Describe config images
» Disable dumping

e Enable dumping

e Erase files

Describe
See “Describe” on page 12-5 for information about the Describe function.

Disable Dumping

The IBM 8210 can be set up to dump the contents of memory to permanent
storage in the unlikely event of a complete system failure. If dumping is enabled,
using this selection will cause the IBM 8210 NOT to dump to disk.

To disable dumping, type t 6 at the *, press Enter and then type disable dump or
dis du at the Config> prompt. You will see the message:

Config> Automatic memory dump disabled

Enable Dumping

This command enables the dumping of memory without intervention from anyone in
the event that the IBM 8210 has a catastrophic error. The IBM 8210 will dump
memory onto the hard disk. Once a successful dump has been taken, the IBM
8210 attempts to restart. Depending upon the failure of the IBM 8210, it cannot
always restart. In this case, you should restart it manually and call a service
person, who will dial into the IBM 8210 to determine the nature and the causes of
the failure.

To enable dumping, type t 6 at the *, press Enter and then type enable dump or
ena du at the Config> prompt. You will see the message:

Config> Automatic memory dump enabled

The default state is to have dumping enabled.

Erase Files
See “Erase” on page 12-6 for information about the erase command.
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Using the Copy Command

The Copy command moves a file from one location in the storage area to another.
This command allows you to change the status as well. The file moved always
receives the status of the storage area that it is moved to. For example, suppose
that you have this scenario:

* The configuration file in BANK A CONFIG 1 is AVAIL. The configuration file in
BANK B CONFIG 1 is PENDING.
e You copy the configuration in BANK A CONFIG 1 to BANK B CONFIG 1.

In this case, the original configuration file in BANK A CONFIG 1 remains
unchanged and AVAIL. The configuration that was in BANK B CONFIG 1 is over-
written by a copy of the configuration file that is in BANK A CONFIG 1. This copy
retains the status of the file that it overwrote, in this case, PENDING.

See “Copy” on page 12-3 for additional information about the copy command.

Using the Lock Command

The lock command prevents the server from overwriting the selected configuration
with any other configuration.

See “Lock” on page 12-9 for additional information about the lock command.

Using the Unlock Command

The unlock command removes the lock from a configuration allowing the config-
uration to be updated.

See “Unlock” on page 12-16 for additional information about the unlock command.
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Chapter 5. Using the World Wide Web Interface

The MSS Family Client provides a World Wide Web interface to monitor and con-
figure the product. The Web browser interface performs all of the functionality of the
command line interface, but in a graphical, more user-friendly manner.

Connecting to the World Wide Web Interface

There are four mechanisms for accessing the Nways MSS Server using the Web
interface:

e Locally, over the service port with a workstation that communicates using Serial
Line IP (SLIP).

e Remotely, over an external modem connection to the service port. As with the
local connection, the workstation must support SLIP.

e Remotely, using the integrated Voice/Data/Fax Modem or the Data/Fax Modem
PCMCIA modem. This connection must also support and be running SLIP.

e Through a LAN emulation (LE) client or Classical IP interface running over the
ATM adapter. This connection works over an IBM 8210 that has been config-
ured and is operational in the network.

To use this connection, provide the browser with the IP address of a LE client
or Classical IP interface.

Use any web browser that supports HyperText Markup Language (HTML) tables
and clickable images. Examples of browsers that support this feature are
WebExplorer Version 1.03 or higher, Netscape Navigator Version 1.1N or higher,
and Mosaic Version 2.1.1 or higher.

To access the Home Page of the IBM 8210, point your browser to the Universal
Resource Locator (URL) http://<machine>/, where <machine> is either the name
or one of the configured IP addresses of the IBM 8210.

You will be shown the Home Page that is described in the next section.

Note: Before using the Web browser, the IBM 8210 must have been configured
with an IP address. This address can either be a network address or a
SLIP address. The default SLIP address for the IBM 8210 is:

10.1.1.2

Use this source IP address to identify the workstation:
10.1.1.x

The letter x stands for any value.

Rules for Using the Web Interface

When configuring using the Web browser interface, observe the following
guidelines:

e Many configuration options require you to enter data on two or more Web
pages (or forms). If you fill in and submit the first form in a series, be sure to
complete the remaining forms. If you do not fill in and submit all the forms, the
configuration parameter could be left in an unknown state.
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* More than one person should not perform configuration at the same time. They
can interfere with one another. For example, one person could delete an inter-
face while the other person is in the middle of configuring a protocol on that
interface.

¢ Disable the caching feature of the browser. If you do not do this, the browser
may pull a page out of memory instead of going to the IBM 8210 to get the
latest information. The browser will display old data. This problem is more likely
to occur when you use the Back button on the browser.

Home Page Structure
Figure 5-1 shows the IBM 8210 Home Page.

Figure 5-1. IBM 8210 Home Page

This Home Page provides a graphic that shows the status of the IBM 8210. It indi-
cates the current network interfaces installed and shows the status of each port (for
example, installed, enabled, or disabled). The current state of each LED is also
shown, as well as the indication of the devices that are installed in the two PCMCIA
slots. If the Web browser supports dynamic refresh, then this page will automat-
ically refresh itself approximately every 80 seconds. If you click any of these ports
or interfaces, a more detailed description of its status will be shown on a separate
Web page.

Click How to use this Web Site for instructions about using this site.

Click Configuration and Console to bring up the menu shown in Figure
Figure 5-2 on page 5-3.
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Click Diagnostics to bring up the menu shown in Figure Figure 5-3 on page 5-3.

Click Vital Product Data for information about the hardware and operational soft-
ware. This panel, which is usually used for diagnostics, is not displayed here.

Click Help Server Location Configuration  to set the path for the optional Help
Server. You will need to set this path if you want to use the optional help files for
the Web Browser interface.

Figure 5-2. Configuration and Console Page 1

Figure 5-3. Diagnostic Menu

Configuration and Console Menu
This menu can lead you into various aspects of configuration. To start with quick
configuration, click Quick Configuration . Figure 5-4 shows the quick configuration
menu. See “Quick Configuration Using the Web Browser Interface” on page 5-5 for
information about quick configuration and guided configuration.
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Figure 5-4. Configuration and Console Page 2

Event Logging System

One of the links on the Configuration and Console page 1 is to the Event Logging
System (ELS). The ELS display is similar to the one provided on the command line
interface. On the Web interface, going into the ELS will display the most recent
events stored in the system memory. In order to get future updates, press the
Reload button on your browser. For more details about the ELS message facility,
refer to the Event Logging System Messages Guide.

Operator Console

The console monitoring interface provides real-time status information very similar
to that offered in the command line interface. The menus from the command line
interface are presented as a hierarchy of Web links that can easily be traversed
with the click of a mouse button. It is possible to jump back several levels in the
hierarchy with a single push of a button.

Router Configuration

Important:  Exercise caution when using the Web browser to change configuration
parameters. Changes to the configuration that are made using the Web
browser are written directly to static random access memory (SRAM). You
can make unintentional configuration changes that do not take effect until
you reset the IBM 8210. To check that you have the correct parameters,
look over the settings for any parameters that you have configured before
submitting them.

The Web interface greatly simplifies the configuration of network and protocol
parameters. In many cases where it is necessary to remember the individual
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network numbers on the command line interface, those options are now all pre-
sented as menu options on the Web. Also, the Web interface uses the graphical
features available to it, such as pick lists, selection lists, radio buttons, and check
boxes.

If a particular configuration option needs to prompt you for answers to several
guestions, those questions are now presented on a single Web page. After all of
the questions are filled in, you should press the Submit button to send the data
back to the IBM 8210 for validation.

The hierarchy of the Web browser interface is very similar to that of the command
line interface.

History Function

The Web Configurator uses a selection list and a Return to button to provide an
advanced history function. Depending upon your choice of HTML browser, a pick
list, choice box or pull-down list box will be displayed. This list of selections con-
tains the names of the pages visited under the current branch of the software struc-
ture. To return to a previously visited page within the current command pathway,
select that entry from the list and click the Return To button.

Help System for the Web Browser Interface

Optional, free-of-charge, help files for the Web Browser interface can be down-
loaded from the Web. Use of the help button located at the bottom of Web Browser
configuration panels requires the installation of these help files.

For download instructions and additional information about the help files, point your
browser to URL http://www.networking.ibm.com/nes/neshome.html.

Quick Configuration Using the Web Browser Interface

Note: This section is most helpful when it is used while you are viewing the IBM
8210 Web interface.

Quick Configuration for the IBM 8210 using the Web interface is divided into the
following steps:

e Guided configuration

e Devices

e LAN Emulation

e Bridging

e IP

e IPX

e LAN Emulation (MSS Client only)
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Guided Configuration

Devices

LAN Emulation

To view the individual steps that are required for quick configuration, select Guided
Configuration from the menu on Configuration and Console page 2, shown in
Figure 5-4 on page 5-4. On each step, you will be presented with a link that allows
you to skip to the next step. When you submit the form for a step, the results page
will contain a link that takes you to the next step in the guided configuration. The
results page in the last step of the guided configuration contains a link to take you
back to the home page.

If you complete the guided configuration, you will have been through every step of
a quick configuration. If you want to change only certain aspects of a quick config-
uration, use each of the separate steps. For example, to change only LAN emu-
lation parameters, select that step.

Selecting Devices presents a list of the currently configured devices, which are the
ATM devices. Select an interface and click on the Submit button to add the device
using the next available network and slot numbers. A Submit button is included on
the results page if there is still room to add more devices. A Submit will not be
included on the results page once all the available slots have been filled, so it is
impossible to attempt to add too many devices.

Selecting LAN Emulation presents a form that allows the LAN Emulation Config-
uration Server (LECS), LAN Emulation Server (LES), Broadcast Manager, and LAN
Emulation Client (LEC) to be configured for each ATM device that has been added.

When you add multiple ATM devices, radio buttons are presented that allow you to
configure the ATM device that the LECS will use.

For each ATM device that you add, you have the option of adding one emulated
token ring, one emulated Ethernet, neither or both. Each emulated LAN (ELAN) is
added by selecting its associated check box. For each ELAN that you configure,
you must specify the name and selector to be used by the LES. You can also
specify which types of broadcast management will be performed by selecting the
appropriate check boxes for:

e IP

e IPX

e NetBIOS

e Source Routing (token-ring ELANS only)

When you click on the Submit button, all of the LAN Emulation components are
configured based on the input from the form. A LES is added for each ELAN. The
LESs are configured to use the burned-in ESI of the ATM device along with the
selector byte that you previously specified for the ELAN.

Broadcast management is configured for each ELAN as specified by the check
boxes from the form.

An LE client is also added for each ELAN. The clients are configured to request the
ELAN name configured from the form and to use the burned-in ESI of the ATM
device along with a selector byte automatically generated by the system.
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The LECS is configured with policies for the ELAN by name and for the ELAN by
type. ELAN by name is given the highest priority. When a LE client joins and speci-
fies one of the configured ELAN names, it will be sent to the appropriate LES.
Clients joining an ELAN by type will be sent to the LES of the desired type that is
on the ATM device that the LECS is configured to use.

When you submit the form by clicking on the Submit button, LAN emulation is con-
figured according to the submitted data and the results are displayed on a new
page. Quick configuration allows you to configure only one ELAN per ATM device.
If you need to configure additional ELANS, click on the links that are included on
this page to provide links to the more detailed configuration pages for the LECS
and each LES and LE client.

When you are done with this step, all ELAN interfaces have been added to the
configuration. This step combined with the previous step provides the network inter-
faces necessary for performing bridging, IP, and IPX configuration in the subse-
quent steps.

Selecting Bridging presents a form that allows bridging to be configured on each
network interface that can support bridging. You can also configure the bridge
parameters required for source route bridging, which include the bridge number and
the virtual segment number. For each emulated token-ring interface capable of
bridging, you are given the option to enable source routing and to configure a
segment number if source route bridging is enabled.

When the form is submitted by clicking on the Submit button, transparent bridging
is automatically enabled for all token-ring and Ethernet LE clients. Bridging can be
done only on the LE clients and not directly on the ATM devices. The results are
displayed on a new page.

Selecting IP presents a form that allows IP to be configured on each network inter-
face. For each interface, enable IP by selecting the associated check box. When
enabling IP, provide an IP address and mask using the dotted decimal format. The
IP address and the subnet mask are the only parameters required to enable IP on
an ELAN.

When enabling IP on an ATM device, you are actually configuring Classical IP
(RFC 1577). In this case, select a radio button to choose between a client-only
configuration or a client and server configuration. If you select client-only, specify
the 20-byte ATM address of the remote ARP server that the client will use. If you
select client and server, specify the selector. The burned-in ESI and the specified
selector make up the portion of the ATM address that can be configured.

Note: For quick configuration, the burned-in ESI is the only choice. You are
required to set the selector.

When the form is submitted by clicking on the Submit button, IP is configured
according to the submitted data and the results are displayed on a new page.
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IPX

Selecting IPX presents a form that allows IPX to be configured on each network
interface that can support IPX. Each eligible interface can be enabled for IPX by
selecting the associated check box. If you enable IPX, configure a network number
and select the encapsulation type to be used by choosing the appropriate value
from the select list presented for each interface.

When you submit the form by clicking the Submit button, IPX is configured
according to the submitted data and the results are displayed on a new page.

An Example of Quick Configuration Using the Web Browser Interface

The following procedure shows how to use Quick Configuration to configure LAN
emulation using the Web Browser interface:

1. Connect to the IBM 8210 using a SLIP connection. Configure your SLIP stack
to use 10.1.1.2 as the IP address of the IBM 8210 and 10.1.1.3 as your IP
address.

2. Open the following URL: http://10.1.1.2/
3. From the MSS home page, click Configuration and Console
4. From Configuration and Console click Quick Configuration
a. Click LAN Emulation .
Change ELAN names if desired, and then click Submit .

LES/BUS, LEC and LECS are now configured for one Token-Ring and one
Ethernet ELAN. Either or both ELANs can be omitted if desired.

LEC is now configured for one Token-Ring and one Ethernet ELAN. Either
or both ELANs can be omitted if desired.

Select Quick Configuration from the Command History and click Return
to.

b. Click IP.

Enable IP on the desired interfaces. IP must be enabled on at least one
interface. The choices are:

* Enabling Classical IP on the ATM adapter interface
e Enabling IP on each of the ELAN interfaces defined in the previous
step

Change the IP addresses and masks to appropriate values for your
network.

If Classical IP is configured as a client only, the ATM address of the ARP
Server must be entered.

Click Submit .
IP is now configured on the specified interfaces.
Click the home icon at the bottom of the screen.
5. From the MSS home page, click Configuration and Console
From Configuration and Console click Router Configuration
Click RELOAD.
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Select Yes and click the Submit button to restart the IBM 8210.

The IBM 8210 will now be accessible from the network using the IP addresses that
were specified in step 4b on page 5-8.
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Chapter 6. MSS Server Voice/Data/Fax Modem Support

A PCMCIA Voice/Data/Fax Modem is shipped with the MSS Server in the U.S. and
Canada; in most other countries, the PCMCIA Data/Fax Modem is shipped. Check
with your IBM representative if you want to determine whether you will receive the

Data/Fax Modem.

If you do not use the Voice/Data/Fax Modem or the Data/Fax Modem, you can pur-
chase a modem and attach it externally to the EIA 232 port for remote access to
the MSS Server. Information about the types of modem supported is found in the
IBM Multiprotocol Switched Services (MSS) Server Introduction and Planning
Guide, GC30-3820.

Installation of the Voice/Data/Fax Modem
Follow these steps to install the Voice/Data/Fax Modem:
1. Use the eject button to remove the Data/Fax Modem, if it is present.
2. Insert the Voice/Data/Fax Modem in the available PCMCIA slot.

The Voice/Data/Fax Modem is hot-pluggable. It will re-initialize when it is inserted in
the PCMCIA slot.

If you use the serial service port at the same time that you use the Voice/Data/Fax
Modem or the Data/Fax Modem, you need an analog telephone line for each con-
nection.

Data/Fax Modem

This PCMCIA modem allows remote connection of a workstation to the MSS Server
over telephone lines to access the command line interface, the Web browser inter-
face, or the Configuration Program. You must use serial line Internet protocol
(SLIP) over the telephone line to access the Configuration Program.

In addition, it can be configured to fax a report whenever the MSS Server sends an
alert. See “Voice Pager Messages” on page 6-4 for a example of the kinds of alerts
that the Data/Fax Modem sends.

Neither the Data/Fax Modem nor the Voice/Data/Fax Modem require any special
configuration.

MSS Server Voice Access Using the Voice/Data/Fax Modem

When you place a voice call to the Voice/Data/Fax Modem, you will hear a voice
menu. Items on this menu will allow you to access the MSS Server and to exercise
limited control over it. The four capabilities enabled by the Voice/Data/Fax Modem
are:

1. Performance monitoring

2. Remote problem determination
3. Network monitoring

4. Limited configuration
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The Voice/Data/Fax Modem lacks speech synthesis, so verbal output is limited to
the capabilities of the prerecorded voice files. The model implemented for the MSS
Server uses a fax machine as an output device and the telephone primarily as an
input device. You press a touch-tone telephone key to give information to the MSS
Voice Response Unit.

As a result, most of the information obtained from the Voice/Data/Fax Modem is in
the form of faxed reports. Files containing the report information will be constructed
and passed to the fax function.

Performance Information

A menu option that provides selected performance information and predefined per-
formance and configuration reports is available using the Voice/Data/Fax Modem.

Remote Service

For remote service, the Voice/Data/Fax Modem provides a menu of activities that
the caller can utilize, including:

* Resetting the MSS Server

e Reviewing pager log entries

¢ Reviewing nonvolatile memory log entries

e Obtaining a report on field replaceable unit (FRU) status

Network Monitoring

Network monitoring is generally provided using SNMP input that is handled by a
network manager. However, the Voice/Data/Fax Modem provides some limited
ability to access or retrieve information for the caller. The following menus are
offered:

¢ Network management statistics and information
¢ Predefined reports available using fax

Configuration

The Voice/Data/Fax Modem allows you to change a limited number of configuration
parameters. See “Option 5—Configuration” on page 6-7 for more information.

Important:  Exercise caution when you use the voice menu to change configura-
tion parameters. Changes to the configuration that are made using the voice
menu cause the current configuration to be written directly to static random
access memory (SRAM). When these changes are written to SRAM, any
temporary changes that have been made using the Web browser interface
or the command line interface are also written to SRAM and become part of
the active configuration. Before you use the voice menu to change any
parameters, you should make sure that all temporary parameter settings are
acceptable.

MSS Server Voice Pager Support

The voice pager is included as a way to alert you that there is a problem, for
example, that the MSS Server has become overheated or has had to reload due to
an unrecoverable error of the software.
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The voice pager function can call a telephone number and deliver a voice message
describing a problem. The pager attempts to detect that the telephone has been
answered before it speaks the message. It can speak its message to a person, a
voice mail system, or a voice paging service. It cannot determine which of these
methods was used to answer the telephone.

You can configure multiple telephone numbers to receive the pager messages.
The pager will try them in sequence until one answers. Whenever one of the
numbers is answered, the pager message is considered delivered.

Voice Pager Configuration Parameters
You can control the sending of outbound telephone call page messages. These are
the paging parameters:

e PagerNum character strings

These are the telephone numbers to call for the outbound voice messages gen-
erated by problem conditions. The telephone numbers will be called until one
answers so that the voice message can be delivered. You can have from zero
to 4 numbers. If there are zero telephone numbers, outbound page messages
will not be attempted.

— Quantity of telephone numbers

- Maximum 4
- Minimum 0
- Default 0 (no telephone numbers)

— Length of the telephone number

- Maximum 64
- Minimum 0
- Default 0 (no telephone number)

— Content of the telephone number

The telephone numbers can contain digits 0 through 9 and commas. A
comma will cause the outbound dialer to pause for 2 seconds. This feature
is often used when dialing an outside line or calling a second number.

e Retry Interval integer

High-severity voice page messages will be sent until the machine is called by
the receiver of the message and the receipt of the page message is acknowl-
edged. This parameter gives the time in minutes to wait before re-sending the
voice page message. This parameter is known as the nag interval. If this
number is zero, high-severity page messages will be sent only once.

— Length of minutes in the retry interval

This parameter specifies the length of time during which the pager will con-
tinue to re-send high-severity voice messages.

- Maximum 840 (24 hours)
- Minimum 0
- Default 60 (1 hour)
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Voice Pager Messages
All page messages start with the same prefix:

This is a message from an IBM MSS Server serial number nnnnnnnn

The page prefix message will be followed by a unique problem message. Cur-
rently, there are three problem messages that the pager will deliver:

1. The MSS Server has rebooted due to an unrecoverable error.

2. The MSS Server is over recommended operating temperature. Further temper-
ature increases may cause the MSS Server to shut down.

3. The MSS Server has exceeded maximum operating temperature and is shut-
ting down.

Maintenance Log

The maintenance log keeps a record of fax and paging activity. The log entries are
time-stamped. The log can be sent to a fax machine for viewing.

Maintenance Log Configuration Parameter

You can control the size of the maintenance log. This log is a wrap-around file that
never changes size. If the file is defined to have 100 entries, it will be created to
contain 100 entries. When the log is filled, the oldest log entry will be replaced.
Each log file entry takes approximately 250 bytes of disk space.

The configuration parameter is an integer—MaintenancelLogSize— that specifies
the number of log entries contained in the file.

e Maximum 4096

e Minimum 32

e Default 64 (16 000 bytes disk space)

Voice/Data/Fax Modem Menu ltems

When the Voice/Data/Fax Modem receives a call, it requests that the caller press
the pound (#) key. If the # is pressed, the Voice/Data/Fax Modem recognizes that
this is a voice call. The voice menu takes control and requests the MSS Server
personal identification number (PIN).

Note: The default value for this PIN is 8210001. Whichever PIN is configured first
is the supervisory PIN. If only one PIN is configured, it is the supervisory
PIN. If you configure one PIN and delete 8210001, then the PIN that you
have configured becomes the supervisory PIN.

Each additional PIN that is configured is placed in a sequence. For
example, if you configured three PINs, and then deleted the default PIN and
the first PIN, the second PIN would become the supervisory PIN.

Note: At this point, the functions offered by the Voice/Data/Fax Modem are the
same as certain functions that you can access using the command line
interface. Refer to the two volumes of the Command Line Interface User’s
Guide and Protocol Reference for more information about these functions.
In the description of the Voice/Data/Fax Modem menu that follows,
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keywords from the command line interface are provided to help you find the
relevant information in the Command Line Interface User’s Guide and Pro-
tocol Reference.

The main voice menu offers the following options:

Voice Message Function

Press 1 to reset MSS Server Reset

Press 2 for operational statistics Status and statistics

Press 3 for router protocol reports Reports

Press 4 for event log reports Event logs

Press 5 for configuration options Configuration

Press 6 for device presence and status Device presence and status report
Press 7 to resend last fax report Resend fax

Press 8 for disconnect call Disconnect

Press 9 for repeat menu Repeat menu

The options are repeated approximately every 15 seconds until a valid entry is
made or until the call has been terminated.

Option 1—Reset

When you use the Voice/Data/Fax Modem to perform a reset, you are prompted to
confirm that you want to perform the reset. If you do not confirm the reset, the main
menu is repeated. If you do confirm the reset, the voice message responds, “The
MSS Server will be reset.” Your connection to the MSS Server is then broken and
the reset occurs.

Attention: A reset interrupts the function of the MSS Server for up to 90 seconds.
Be sure that the network is prepared for the interruption.

Option 2—Status and Statistics

Statistics are available from several sources. The following general MSS Server
statistics will be packaged as a single report and faxed upon request.

1. Status of Micro Operating System (MOS) processes (as reported by the
STATUS keyword from the MOS operator console)

2. Memory

e Number of bytes (as reported by the MEMORY keyword from the MOS
operator console)

e Heap and buffer memory (as reported by the MEMORY keyword from the
configuration gateway [CGW] console)

* Network interface buffers (as reported by the BUFFER keyword from the
CGW console)

3. Interface (as reported by the INTERFACE keyword from the CGW console)
4. Network (as reported by the STATISTICS keyword from the CGW console)
5. Uptime (as reported by the UPTIME keyword from the CGW console)

6. Queue length (as reported by the QUEUE keyword from the CGW console)
7. Error counts (as reported by the ERROR keyword from the CGW console)

8

. Event Logging Statistics (as reported by the STATISTICS keyword from the
EVENT keyword from the CGW console)
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9. Gateway configuration (as reported by the CONFIGURATION keyword from the
CGW console)

10. Log level (as reported by the LOG keyword from the CGW console)
11. Code image and configuration information (available and active)
12. Thermal status of the hardware

When you request Status and statistics, you will hear one of these two messages:
“MSS Server statistics will be faxed.” or “Statistics not available.” If you do not dis-
connect the call, the voice menu starts again.

Option 3—Reports

6-6

You can also request protocol reports other than statistics from the voice menu.
e IP
The following IP information will be provided in a report:

— Access control list (as reported by the ACCESS keyword from IP from
PROTOCOL on the CGW console)

— Address cache (as reported by the CACHE keyword from IP from PRO-
TOCOL on the CGW console)

— Counter values (as reported by the COUNTERS keyword from IP from
PROTOCOL on the CGW console)

— Interface addresses (as reported by the INTERFACE keyword from IP from
PROTOCOL on the CGW console)

— Table, buffer, cache sizes (as reported by the SIZES keyword from IP from
PROTOCOL on the CGW console)

— Static routes (as reported by the STATIC keyword from IP from PRO-
TOCOL on the CGW console)

e |IPX

— Interface addresses (as reported by the CONFIG keyword from IPX from
PROTOCOL on the CGW console)

— Cache information (as reported by the CACHE keyword from IPX from
PROTOCOL on the CGW console)

— Counters (as reported by the COUNTERS keyword from IPX from PRO-
TOCOL on the CGW console)

e LAN emulation (as reported by the LIST keyword from LE-SERVICES from
ATM from NETWORK on the CGW console)

— LES/BUS Pairs (as reported by the LIST keyword from LE-SERVICES from
ATM from NETWORK on the CGW console; an ATM interface must have
been selected)

e Bridging

— Brief universal summary of the state of the bridge (as reported by the LIST
BRIDGE keywords from ASRT from PROTOCOL on the CGW console)

When you choose Reports, you will be prompted to select the protocol report
option. Select IP, IPX, LAN Emulation, or bridging. Then you will hear either
“Report not available” or “MSS Server Protocol Report will be faxed.” If you do not
disconnect the call, the voice menu starts again.
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Option 4—Event Logs
The MSS Server maintains several logs. Information contained there may be of
interest to the systems administrator.
* Nonvolatile memory error log (accessed through the firmware log interface)
e QOperational diagnostics log (using the Diagnostics Control System interface)
e Pager log entries (new)

Note: MSS Server trouble reports (critical problems) can be automatically faxed.
These reports are not part of the voice menu structure.

When you choose Event logs, you will hear the voice message “MSS Server event
logs will be faxed.” or “Event logs not available.” If you do not end the call, the
voice menu starts again.

Option 5—Configuration

The Voice/Data/Fax Modem provides a limited configuration input capability. You
can access the following configuration options using the Voice/Data/Fax Modem:

e Fax telephone number (up to 64 digits)

e Thermal shutdown mode (enabled or disabled)—Standalone MSS Server only
e Auto-Fax for trouble reports (On or Off)

e Pager telephone numbers (up to 64 digits)

e Personal identification number (PIN) maintenance

The functions of the Voice/Data/Fax Modem are protected by up to 10 personal
identification numbers. Any person with knowledge of the supervisory PIN can add,
delete, or modify PINs. The supervisory PIN is the first one in the list of 10 allowed
PINs.

Note: The Voice/Data/Fax Modem is shipped with a default supervisory PIN of
8210001.

When you choose Configuration, you will hear the voice message “Change
Voice/Data/Fax Modem PINs.” Then, you are prompted to add, delete, or change
the PINs. When you are done, if you do not disconnect the call, the voice menu
starts again.

Option 6—Device Presence and Status Report

Remote service is normally provided over the TTY or SLIP interface. In addition to
the reporting and reset capabilities previously described, you can request a report
that provides detailed device presence and status (DPS) information. This informa-
tion can be obtained in a verbal message or in a more detailed fax report.

The verbal message begins with a statement of the number of recognized devices
followed by a statement of the number of those that are enabled. If any are disa-
bled, it will then state the number disabled. Finally, if any are out of service for
other reasons, it will state the number of devices in non-operational states other
than disabled.
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Device presence and status fax reports contain the same information that is acces-
sible when you select the DIAGS keyword from the MOS operator control and then
select Option 1, Device Status, from the DIAGS menu.

You can also obtain this information from the Web browser interface by selecting
Diagnostics from the main menu.

Option 7—Resend Last Fax Report
You should request this option before you select another fax report because the
previous fax report file is recreated for each call. If you make this request before
you request the next fax report, the file for the previous call is retained and any
additional requests will be appended to it.

Option 8—Disconnect Call
You can request that the modem disconnect the call. When you choose Disconnect
call, you will hear the voice message “Are you sure you want to disconnect?” and
you will be prompted to respond. If you do not disconnect the call, the voice menu

starts again.

Option 9—Repeat Menu

You can request a repetition of the menu.
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Chapter 7. The OPCON Process and Commands

This chapter describes the OPCON process and includes the following sections:

e “What is OPCON?"
e “Accessing the OPCON Process” on page 8-1
e “OPCON Commands” on page 8-1

What is OPCON?

The Operator Console process (OPCON) is the root-level process of the router soft-
ware user interface. The main function of OPCON is to control which processes are
connected to consoles. Using OPCON commands, you can:

e Manipulate the output from a process

e Change the intercept character

e Display information about router memory usage

¢ Reload the router software (reboot)

e Return to the Base LAN Switch console

e Telnet to other routers or hosts

e Display status information about all router processes
e Communicate with processes at the secondary level
e Escape to the MOS system debugging tool
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Chapter 8. Configuring OPCON

This chapter describes the OPCON interface configuration and operational com-
mands. It includes the following sections:

e “Accessing the OPCON Process”
e “OPCON Commands”

Accessing the OPCON Process

When the router starts for the first time, a boot message appears on the console.
Then the OPCON prompt (*) appears on the console, indicating that the OPCON
process is active and ready to accept commands.

The OPCON process allows you to configure, change, and monitor all of the
router’'s operating parameters. While in the OPCON process, the router is for-
warding data traffic. When the router is booted and enters OPCON, a copyright
logo and an asterisk (*) prompt appears on the locally attached console terminal.
This is the OPCON (OPerator's CONsole) prompt, the main user interface that
allows access to second-level processes.

Some changes to the router’'s operating parameters made while in OPCON take
effect immediately without requiring reinitializing of the router. If the changes do not
take effect, use the reload command at the * prompt.

At the * prompt, there is an extensive set of commands that you enter to check the
status of various internal software processes, monitor the performance of the
router’s interfaces and packet forwarders, and configure various operational param-
eters.

OPCON Commands

This section describes the OPCON commands. Each command includes a
description, syntax requirements, and an example. The OPCON commands are
summarized in Table 8-1 on page 8-2. To use them, access the OPCON process
and enter the appropriate command at the OPCON prompt (*).
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Diags

Divert

Table 8-1. OPCON Commands

Command Function

? (Help) Displays all the commands available for this command level or lists
the options for specific commands (if available). See “Getting Help”
on page 2-3.

Diags Displays device status and the contents of the hardware test log and
the hardware error log.

Divert Sends the output from a process to a console or other terminal.

Flush Discards the output from a process.

Halt Suspends the output from a process.

Intercept Sets the OPCON default intercept character.

Logout Logs out a remote console.

Memory Reports the router's memory usage.

Reload Reloads the router software.

Status Shows information about all router processes.

Talk Connects to another router process and enables the use of its com-
mands.

Telnet Connects to another router.

Use the Diags command to display the Diagnostic Main Menu. The diagnostic
menus allow you to enable, disable and test hardware adapters or ports. Diagnostic
menus have on-screen help for the various options and status information that is
available.

You can use the “b” (back) key to return to any previous menu. Use the “e” (exit)
key to exit the diagnostics and return to the OPCON command prompt.

Syntax:

diags

Use the divert command to send the output from a specified process to a specified
terminal. This command allows you to divert the output of several processes to the
same terminal to simultaneously view the output. The divert command is commonly
used to redirect MONITR output messages to a specific terminal. The router allows
only certain processes to be redirected.

After entering the command, enter the PID and tty# (number of the output terminal).
To obtain these values, use the OPCON status command. The terminal number
can be the number of either the local console (ttyO) or one of the remote consoles
(tty1, tty2). The following example shows Event Logging System messages gener-
ated by the MONITR process (2) being sent to a remote console tty1 (1).

Event messages are displayed immediately even though you may be in the middle
of typing a command. The display and keyboard have separate buffers to prevent
command confusion. The following example shows the MONITR process connected
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Flush

Halt

to TTY1 after executing the divert 2 1 command. If you want to stop the output,
enter halt 2. The halt command is described in “Halt” on page 8-3.

Syntax:
divert pid tty#

Example: divert 2 1

* divert 2 1

* status

Pid Name Status TTY Comments
1 COpCon I0W TTYO gzs

ROpCon  IDL  TTY1
ROpCon  RDY  TTY2 j1g@128.185.40.40
WEBCon  IDL  --

2 Monitr IDL TTYO
3 Tasker RDY --
4 MOSDBG DET --
5 CGWCon DET --
6 Config DET --
7

8

9

Use the flush command to clear the output buffers of the MONITR process. This
command is generally used prior to displaying the contents of the MONITR's FIFO
buffer to prevent messages from scrolling off the screen. Accumulated messages
are discarded.

The router allows only certain processes to be redirected. To obtain the pid and
tty#, use the OPCON status command. In the following example, after executing
the flush 2 command, the output of the MONITR process is sent to the SNK (it has
been flushed).

Syntax:
flush pid

Example: flush 2

* status
Pid Name Status TTY Comments
1 COpCon T0W TTYO gzs

ROpCon IDL TTY1
ROpCon RDY TTY2 j1g@128.185.40.40
WEBCon IDL --

2 Monitr IDL SNK
3 Tasker RDY --
4 MOSDBG DET --
5 CGWCon DET --
6 Config DET --
7
8
9

Use the halt command to suspend all subsequent output from a specified process
until the divert, flush, or talk OPCON command is issued to the process. The
router cannot redirect all processes. Halt is the default state for output from a
process. To obtain the PID for this command, use the OPCON status command. In
the following example, after executing the halt 2 command, the MONITR process is
no longer connected to TTY1. Event messages no longer appear.

Syntax:
halt pid
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Example: halt 2

* status
Pid Name Status TTY Comments
1 COpCon T0W TTYO gzs
2 Monitr IDL --
3 Tasker RDY --
4 MOSDBG  DET --
5 CGWCon DET --
6 Config DET --
7 ROpCon  IDL  TTY1
8  ROpCon  RDY  TTY2 j1g@128.185.40.40
9  WEBCon  IDL  --

Intercept
Use the intercept command to change the OPCON intercept character. The inter-
cept character is what you enter from other processes to get back to the OPCON
process. The default intercept key combination is Ctrl-P .
The intercept character must be a control character. Enter the ~ (shift 6) character
followed by the letter character you want for the intercept character.
Note: Do not set the intercept character to the return key or to a printable char-
acter. If you change the OPCON intercept character from the default, Ctrl-P, to one
of the Command History control characters, Ctrl-B, Ctrl-F, Ctrl-R, or Ctrl-N, the
OPCON intercept character will take priority.
For example, if you change the intercept character to Ctrl-F, then Ctrl-F will not
retrieve Forward in the Command History, but will instead return to the OPCON
prompt (*). See “Command History for GWCON and CONFIG Command Line” on
page 2-12 for information on how to access previously entered GWCON or
CONFIG commands.
Syntax:
intercept character
Example: intercept "u
From this example, the intercept character is now Ctrl-U .

Logout
Use the logout command to terminate the current session for the user who enters
the logout command. If the console login is enabled, this command will require the
next user to log in using an authorized userid/password combination. If the console
login is not enabled, the OPCON prompt appears again.
Syntax:
logout

Memory

Use the memory command to obtain and display information about the router's
global heap memory usage. The display helps you to determine if the router is
being utilized efficiently. For an example of memory utilization, see Figure 8-1 on
page 8-5.
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Reload

Status

Syntax:

memory

Example:

memory
Number of bytes: Busy = 319544, Idle = 1936, Free = 1592

Busy Specifies the number of bytes currently allocated.

Idle Specifies the number of bytes previously allocated but freed and avail-
able for reuse.

Free Specifies the number of bytes that were never allocated from the initial
free storage area.

Note: The sum of the Idle and Free memory equals the total available heap

memory.
Free=1128
Free=1393515 Free=103068 | = |-------------o--
---------------- Id1e=103068
——————————————— <Water Idle=1128
Idle=1128 Mark
Busy=103068 Busy=1393515 Busy=1393515
Under-Utilized Properly Utilized Over-Utilized

Figure 8-1. Memory Utilization

Use the reload command to reboot the router by loading in a new copy of the
router software. When you use this command from a remote console, you install a
new software load without going to the router. This command executes the same
functions as pressing the reset button except that the router will not dump (if so
configured). Before the reload takes effect, you are prompted to confirm the reload.

Syntax:

reload

Example:

reload
Are you sure you want to reload the gateway (Yes or No)?

Use the status command to display information about all router processes. By
entering the PID after the status command, you can select to look at the status of
only the desired process. The following example shows the total status display.

Syntax:
status pid
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Example: status

Pid Name

1 COpCon
2 Monitr
3 Tasker
4 MOSDDT
5 CGWCon
6 Config
7 ROpCon
8 ROpCon
9 WEBCon
Pid

Name
Status
TTYn
Comments

Talk

Status TTY Comments

T0W TTYO
IDL --
RDY --
DET --
I0W --
I0W TTY1

I0W TTY1 128.185.46.101
RDY TTY2 128.185.46.104
IDL --

Specifies the PID. This is the process to talk to or from OPCON, or it
can be an argument to the STATUS command to request status infor-
mation about a specific process.

Specifies the process name. It usually corresponds to the name of the
program that is running in the process.

Specifies one of the following:

IDL Specifies that the process is idle and waiting for completion
of some external event, such as asynchronous I/O.

RDY Specifies that the process is ready to run and is waiting to
use the CPU.

IowW Specifies that the process is waiting for synchronous 1/O,

usually its expected standard input, to complete.

DET Specifies that the process has output ready to be displayed
and it is either waiting to be attached to a display console or
waiting to have its output diverted to a specified console.

FZN Specifies that the process is frozen due to an error. This
usually means the process is trying to use a device which is
faulty or incorrectly configured.

Specifies the output terminal, if any, to which the process is currently
connected.

TTYO Local console

TTY1 or TTY2
Telnet consoles.

SNK Process has been flushed.

Two dashes (--)
Process has been halted.

Specifies the user's login IP address provided during login when a user
is logged in using Telnet (ROpCon).

Use the talk command to connect to other router processes, such as GWCON,
MONITR, or CONFIG. After connecting to a new process, you can send specific
commands to and receive output from that process. You cannot talk to the
TASKER or OPCON process. See “Command History for GWCON and CONFIG
Command Line” on page 2-12 for information on how to access previously entered
GWCON or CONFIG commands.
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To obtain the PID, use the OPCON status command. Once you are connected to
the second-level process, such as CONFIG, use the intercept character, Ctrl-P, to
return to the * prompt.

Syntax:

talk pid
Example: talk 5

When using third-level processes, such as IP Config or IP, use the exit command
to return to the second level.

Telnet

Use the telnet command to remotely attach to another router or to a remote host
(ip address). The only optional parameter is the terminal type that you want to
emulate.

A router has a maximum of five Telnet sessions: two servers (inbound to the
router), and three clients (outbound from the router).

Note: To use Telnet in a pure bridging environment, enable Host Services.

Syntax:
telnet ip-address terminal-type

Example: telnet 128.185.10.30 or telnet 128.185.10.30 23 or telnet
128.185.10.30 vt100

Trying 128.185.10.30 ...
Connected to 128.185.10.30
Escape character is ']’

When telneting to a non-existent IP address, the router displays:
Trying 128.185.10.30

To enter the Telnet command mode, type the escape character-sequence, which is
Ctrl-], at any prompt.

telnet>
If you telnet into a router,
* Press < Backspace to delete the last character typed on the command line.

Note: When using a VT100 terminal, do not press <— Backspace because it
inserts invisible characters. Press Delete to delete the last character.

e Press Ctrl-U at the telnet> prompt to delete the whole command line entry so
that you can re-enter a command.
The Telnet command mode consists of the following subcommands:
close Close current connection
display Display operating parameters
mode Try to enter line-by-line or character-at-a-time mode

open Connect to a site
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quit Exit Telnet

send Transmit special characters (‘send ?' for more)
set Set operating parameters (‘set ?' for more)
status Print status information

toggle Toggle operating parameters (‘toggle ?' for more)
z Suspend Telnet

? Print help information

The status and send subcommands have one of two responses depending on
whether or not the user is connected to another host. For example:

Connected to a host:

telnet> status
Connected to 128.185.10.30 Operating in character-at-a-time mode. Escape character is *].

telnet> send ayt

Note: The send command currently supports only ayt.

Not connected to a host:

telnet> status
Need to be connected first.

telnet> send ayt

Need to be connected first.

Use the close subcommand to close a connection to a remote host and terminate
the Telnet session. Use the quit subcommand to exit the telnet command mode,
close a connection, and terminate a Telnet session.

telnet> close

or
telnet> quit

Togout

*
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Using the CONFIG (Talk 6) Process

Chapter 9. The Configuration (CONFIG) Process and
Commands (Talk 6)

This chapter describes the CONFIG process and includes the following sections:

e “What is CONFIG?”

e “Quick Configuration” on page 9-2

e “Configuring User Access” on page 9-4

e “Configuring Spare Interfaces” on page 9-4

What is CONFIG?

The Configuration process (CONFIG) is a second-level process of the router user
interface. Using CONFIG commands, you can:

e Set or change various configuration parameters

e Add or delete an interface to the hardware configuration

e Enter the Boot CONFIG command mode

e Enter the Quick Configuration mode

e Clear, list, or update configuration information

e Enable or disable console login

e Communicate with third-level processes, including protocol environments

Note: Refer to the chapter entitled “Migrating to a New Code Level” in the Mainte-
nance Guide for information about migrating to a new code level.

CONFIG lets you display or change the configuration information stored in the
router’'s nonvolatile configuration memory. Changes to system and protocol parame-
ters do not take effect until you reload the router software. (For more information,
refer to the OPCON reload command in Chapter 7, “The OPCON Process and
Commands” on page 7-1).

Note: You must enter the write command to save the changes in the device’s
flash memory.

The CONFIG command interface is made up of levels that are called modes. Each
mode has its own prompt. For example, the prompt for the TCP/IP protocol is
IP configs>.

If you want to know the process and mode you are communicating with, press
Return to display the prompt. Some commands in this chapter, such as the
network and protocol commands, allow you to access and exit the various levels
in CONFIG. See Table 10-1 on page 10-1 for a list of the commands you can
issue from the CONFIG process.

Config-Only Mode

Config-Only mode is a way to back out of a bad configuration that is causing the
router to crash during start-up. Use the Config-Only mode only to change devices
or data links (that is, for unsupported devices) or to reduce memory use (for no
memory crashes) such as routing table sizes, packet sizes, and receive buffer allo-
cations.
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Note: Config-Only is provided only for getting a subset of configuration commands
when a config problem causes the router to panic, check, fail, or detect a
bug. Do not use Config-Only mode for general router configuration; many of
the device-related commands are disabled in Config-Only mode and some
may cause a crash.

Automatic Entry Into Config-Only Mode

Config-Only mode is entered when the router detects a problem during operation or
during router initialization.
Any of the following situations will cause the router to enter into Config-Only mode:

* The software load does not match the device configuration. More particularly,
an attempt is made to configure a device or data link that is unsupported by the
software load.

» Deletion of all router interface information.
If the router entered into the configuration-only mode because an unsupported
device has been configured:

e Change the device information to match the hardware installed in (and sup-
ported by) the router, or change the unsupported device to “null device.”

» Enter the Reload command from the Config (only)> prompt.

¢ The router will automatically enter into OPCON (*).

Manual Entry Into Config-Only Mode
To enter the Config-Only mode, take any one of the following actions:
¢ Reload the router with no configuration.

¢ Reload the router with no interfaces configured.
* Reload the router with no protocols configured.

During initial start-up, if no devices are configured the router comes up in Config-
Only mode. If no protocols are configured the router comes up in Config-Only mode
and automatically enters Quick Configuraton mode.

See Chapter 3, “Using MSS Server Firmware” on page 3-1 for more detail.

Quick Configuration

Quick Configuration (Quick Config) provides a minimal set of commands that allow
you to configure bridging protocols and routing protocols present in the router load.
You can also configure an SNMP community with WRITE_READ_TRAP access.
This is useful during initial setup because the configuration program uses SNMP
SET commands to transfer the configuration.

Attention: At least one network device must be configured before using quick
config. To add a device, use the add device command at the
config(only)> or config> prompt.

Table 9-1 on page 9-3 lists what Quick Config supports.
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Table 9-1. Quick Config Capabilities

ATM Protocols Bridging Protocols Routing Protocols
LAN Emulation STB, SRT,SRB IP, IPX

The Quick Config complements the existing configuration process by offering a
shortcut. This shortcut allows you to configure the minimum number of parameters
for these bridging protocols and routing protocols without having to exit and enter
the different configuration processes. The other parameters are set to selected
defaults.

Situations that call for the router to be quickly configured are:

e Blank or corrupted configuration memory, such as when one of the following
situations occurs:

— The router is configured for the first time.

— Voltage fluctuations resulted in corruption of configuration memory.

— The CPU board, which contains the configuration memory chip, was
replaced in the router.

e Demonstration purposes, for which the router needs to be quickly configured to
demonstrate its capabilities.

e Bench-marking tests to get the tests going without having to learn the router’s
operating system commands.

Quick Config operates as follows:

e |t asks a series of questions with default values.
¢ |t offers a short-cut to the detailed configuration of the normal mode command
set.

Quick Config sets a number of default parameters based upon how you answer the
configuration questions. What cannot be configured with Quick Config can be con-
figured using Config after exiting Quick Config.

You cannot delete Quick Config information from within Quick Config. However,
you can correct information either by exiting and returning to Quick Config, or by
entering the reload command as a response to some Quick Config questions.

For complete information on using the Quick Config software, see Appendix A,
“Quick Configuration Reference” on page A-1.

Manual Entry Into the Quick Config Mode

You might want to get to Quick Config manually to demonstrate the router's capa-
bilities, reconfiguring on the fly to benchmark tests without having to learn the
router’'s operating system commands.

To enter Quick Config, type gconfig at the Config> prompt.
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Exiting from Quick Config Mode
To exit Quick Config, restart by entering r from any prompt. Follow the queries until
you enter no and then enter g to quit. The router returns to either the Config
(only)> or the Config> prompt.

Configuring User Access

The router configuration process allows for a maximum of 50 user names, pass-
words, and levels of permission. Each user needs to be assigned a password and
level of permission. There are three levels of permission: Administration, Operation,
and Monitoring.

For more information, see the add user command.

Technical Support Access

If you are the system administrator, when you add a new user for the first time, you
are asked if you want to add Technical Support access. If you answer yes, Tech-
nical Support is granted the same access privileges that you have as system
administrator.

The password for this account is automatically selected by the software and is
known by your service representative. This password can be changed using the
change user command; however, if you do change the password, customer
service cannot provide remote support. For additional information on the use of the
change user command, see “Change” on page 10-4.

Configuring Spare Interfaces

Occasionally, you may need to configure a new interface along with its bridging and
routing protocols without having to restart the device. You can accomplish this by
configuring a number of spare interfaces on your device. Spare interfaces are
useful when:

e You are adding ATM LAN Emulation clients.

Use spare interfaces to add Token-Ring or Ethernet ATM LAN Emulation
clients to an existing ATM interface.

e Adding router interfaces to new domains.

To configure a spare interface:
1. Access the CONFIG process by entering talk 6.

2. Configure the number of spare interfaces for the device using the set spare-
interfaces command.

3. Exit the CONFIG process by pressing Ctrl-P.
4. Reload the device.

Example:

* talk 6

Config> set spare 2

Config>

*reload

Are you sure you want to reload the gateway? (Yes or [No]) yes
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When the device reloads, the spare interfaces are installed as null devices.

To use one of the spare interfaces:
1. Access the CONFIG process by entering talk 6.

2. Configure the spare interface by using the net command to configure the inter-
face or add ATM LAN Emulation clients.

3. Configure the various protocols and features using the protocol and feature
commands.

4. Exit the CONFIG process by pressing Ctrl-P.
5. Access the GWCON process by entering talk 5.

6. Bring the new interface online to the network using the activate command.

The following example shows how to configure and activate a new ATM LAN Emu-
lation Client on which the IP protocol is configured. The ATM LAN Emulation Client
and IP configurations are not shown.

* talk 6

Config> net 0

ATM User Configuration

ATM Config> le-client ATM LAN Emulation Clients Configuration

LE Client config> add token-ring Added Emulated LAN as interface 6
LE Client config> config 6

ATM LAN Emulation Client configuration

(Here you would configure the ATM LAN Emulation Client)

Token Ring Forum Compliant LEC Config> exit
LE Client config> exit

ATM Config> exit

Config> protocol ip

IP Conifg>

(Here you would configure IP on the ATM LAN Emulation Client)

IP Config> exit

* talk 5

write

ctrl-p

+ activate 6

Interface 6 activated successfully

Restrictions for Spare Interfaces

The activate command cannot be used to bring a new interface online to the
network under the following circumstances:

e You have already entered a delete interface command. The device must be
restarted if any interface has been deleted. You cannot delete a spare interface
(indicated by null in list displays).

¢ The spare interface is the only interface that enables a protocol or feature. The
protocol or feature must already be enabled on an existing interface before it
can be used by a spare interface.

e The new spare interface has a header size or trailer size greater than the sizes
for other interfaces.

* There is not enough memory to allocate receive buffers for the new interface.

In these cases, you must restart the device to bring the new interface online.
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Process

You can configure the following protocols on spare interfaces, but you cannot bring
them online to the network using the activate command:

e MA
Note:

RS

When using the configuration program, use the following to work with spare

interfaces:

1. Make the configuration changes for the spare interface on the device

2. Enter the activate command on the device to bring the spare interface,
protocols, and features online

3. Retrieve the configuration using the configuration program

4. Save the retrieved configuration into the configuration program data-

base

There are also limitations on certain functions. These limitations are:

APPN

Bridging
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To activate this protocol on a spare interface, you must first activate the
interface and then configure the protocol on the activated interface.

Bridging was not already active.
NetBIOS filters are defined on the spare interface.

The spare interface caused a change to the bridge personality or
behavior (for example, adding SR port to pure TB bridge or SR-TB
conversion enabled).
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Chapter 10. Configuring the CONFIG Process

This chapter describes the CONFIG process configuration and operational com-
mands. It includes the following sections:

e “Entering and Exiting CONFIG”
e “CONFIG Commands”

Entering and Exiting CONFIG
To enter CONFIG from OPCON (*):

1. At the OPCON prompt, enter the status command to find the PID of CONFIG.
(See page 2-1 for a sample output of the status command.)

* status

2. Enter the OPCON talk command and the PID for CONFIG:

* talk 6

The console displays the CONFIG prompt (Config>). Now, you can enter CONFIG
commands. If the prompt does not appear, press the Return key again. To exit
CONFIG and return to the OPCON prompt (*), enter the intercept character. (The
default is Ctrl-P .)

CONFIG Commands

This section describes each of the CONFIG commands. Each command includes a
description, syntax requirements, and an example. The CONFIG commands are
summarized in Table 10-1.

After accessing the CONFIG environment, enter the configuration commands at the

Config> prompt.

Table 10-1 (Page 1 of 2). CONFIG Command Summary

Command

Function

? (Help)

Add
Boot
Change

Clear

Delete

Disable

Enable

Event

Displays all the commands available for this command level or lists the
options for specific commands (if available). See “Getting Help” on
page 2-3.

Adds an interface to the router configuration, or a user to the router.
Enters Boot CONFIG command mode.

Changes a user’s password or a user's parameter values associated
with this interface. Also changes a slot/port of an interface.

Clears configuration information.

Deletes an interface from the router configuration or deletes a config-
ured user.

Disables login from a remote console, system memory dumping and
rebooting, or a specified interface.

Enables login from a remote console, enables modem use,

Enters the Event Logging System configuration environment.

© Copyright IBM Corp. 1996, 1998
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Table 10-1 (Page 2 of 2). CONFIG Command Summary

Command

Function

Feature

List

Load
Network
Patch
Protocol
Qconfig
Set

System
Time
Unpatch
Update
Write

Provides access to configuration commands for independent router fea-
tures outside the usual protocol and network interface configuration
processes.

Displays system parameters, hardware configuration, a complete user
list.

Lists, adds, or deletes optional software packages.

Enters the configuration environment of the specified network.
Modifies the router’s global configuration.

Enters the command environment of the specified protocol.
Initiates the Quick Config process.

Sets system-wide parameters for buffers, host name, inactivity timer,
packet size, prompt level, number of spare interfaces, location, and
contact person.

Retrieves dumps

Keeps track of system time and displays it on the console.
Restores patch variables to default values.

Updates the current version of the configuration.

Writes the current configuration information to the nonvolatile memory.

Add

Use the ad
This comm
lost.

Syntax:
add

d command to add an interface to the configuration, or user-access.
and also recreates device records if the configuration is inadvertently

device . . .

user . ..

device device type additional-config-info
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With the add device command, you must enter the interface device type
(device_type). You are prompted for additional configuration parameters.
This additional information varies by device and platform. Refer to
“Accessing Network Interface Configuration and Operating Processes”
on page 2-8 for additional information about device type and configura-
tion parameters.

Note: If you are adding more than one interface, the order in which you
add them is important because the router assigns a sequential
interface number to the device when it is added. This interface
number is an index number in the device list; it links the device
with other protocol configuration information, such as the IP
addresses associated with the device. (For more information,
refer to the list devices command, “List” on page 10-10.)

All device and protocol configuration information related to network inter-
faces is stored by interface number. Any changes made to interface
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numbers will invalidate much of the device configuration information in
the protocols.

Example:

add device atm

Device Slot x(0-3) 07

Adding CHARM ATM Adapter device in slot 0 port 1 as interface x
(where x is the interface number assigned)

To determine which devices you can add, use the add devices ?
command.

When adding interfaces with more than one port, add one port at a time.
Use the add device command twice to add both ports of a dual-port
adapter.

user user_name Gives a user access to the router. You can authorize up to 50
users to access the router. Each user_name is eight characters and is
case-sensitive.

When the first user is added, console login is automatically enabled.
Each user added must be assigned one of the permission levels defined
in Table 10-2.

When users are added, set login authentication to local. Otherwise a
remote server must be used.

Table 10-2. Access Permission

Permission Level Description

Administrator (A) Displays configuration and user information,
adds/modifies/deletes configuration and user information.
The Administrator can access any router function.

Operator (O) Views router configuration, views statistics, runs poten-
tially disruptive tests, dynamically changes router opera-
tion, and restarts the router. Operators cannot modify the
permanent router configuration. All actions can be
undone with a system restart.

Monitor (M) Views router configuration and statistics but cannot
modify or disrupt the operation of the router.

Tech Support Allows your service representative to gain access to the
router if a password is forgotten. Cannot be assigned to
users.

Note: To add a user, you must have administrative permission. You do
not have to reinitialize the router after adding a user.

Example:

add user John
Enter password:
Enter password again:
Enter permission (A)dmin, (O)perations, (M)onitor [A]?
Do you want to add Technical Support access? (Yes or [No]):
Enter password
Specifies the access password for the user. Limited to 80 alphanu-

meric characters and is case-sensitive.

Enter password again
Confirms the access password for the user.
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Boot

Change

Enter permission
Specifies the permission level for the user: A, O, or M (see
Table 10-2).

Use the boot command to enter the Boot CONFIG command environment. For
Boot CONFIG information, see Chapter 11, “Using BOOT Config to Perform
Change Management” on page 11-1.

Syntax:

boot

Use the change command to modify an interface in the configuration, change your
own password, or change user information.

Syntax:

change device . . .
user

Example:

change device

Which configured slot would you 1ike to change? (1, 2) [1]? 2
Which sTot would you like to change to? (1-2) [1]? 1
Changed slot 2 to slot 1 in 1 intf (port) record...

device device type
With the change device command you can:

¢ Change the slot of an existing interface. (Change slot x in interface
record n to y where slot y is unoccupied.)

e Swap slots of two existing interfaces. (Swap slot x and slot y in
interface records with x or y.)

¢ Replace the slot in an existing interface with the slot in another.
(Interface configuration for slot x will become interface configuration
for slot y. Interface records for slot y will be deleted.)

When the target slot is occupied:

1. If you select the “swap” option, the source and target slots are
swapped in the interface records in which they appear.

2. If you select the “replace” option is selected, the interface configura-
tion for slot x will become the interface configuration for slot y. Inter-
face records for slot y will be deleted.

Example - Change slot 2 on interface 0 to unoccupied slot 1:

Config>list dev
Ifc @ CHARM ATM Slot: 2 Port: 1

Config>change device

Which configured slot would you like to change? (2) [2]? 2
Which slot would you like to change to? (1-2) [1]? 1
Changed slot 2 to slot 1 in 1 intf (port) record...

Config>Tist dev
Ifc @ CHARM ATM Slot: 1 Port: 1
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Example - Change (swap) slot 2 on interface 1 to occupied slot 1:

Config>list dev
Ifc @ CHARM ATM Slot: 1 Port: 1
Ifc 1 CHARM ATM Slot: 2 Port: 1

Config>change device
Which configured slot would you Tike to change? (1, 2) [2]? 2
Which slot would you like to change to? (1-2) [1]? 1

Configuration for slot 1 already exists. You can:

a - abort this operation

r - replace configuration
(Interface configuration for slot 2 will become interface
configuration for slot 1. Interface records for slot 1
will be deleted!)

s - swap configuration (slot 1 will be swapped with slot 2.)

s

Swapped slot 2 with slot 1 in 1 port record...

Config>list dev
Ifc 0 CHARM ATM Slot: 2 Port: 1
Ifc 1 CHARM ATM Slot: 1 Port: 1

Example - Change (replace) slot 1 on interface 1 to occupied slot 2:

Config>list dev
Ifc @ CHARM ATM Slot: 2 Port: 1
Ifc 1 CHARM ATM Slot: 1 Port: 1

Config>change device
Which configured slot would you like to change? (1, 2) [2]? 1
Which slot would you like to change to? (1-2) [1]? 2

Configuration for slot 2 already exists. You can:

a - abort this operation

r - replace configuration
(Interface configuration for slot 1 will become interface
configuration for slot 2. Interface records for slot 2
will be deleted!)

s - swap configuration (slot 1 will be swapped with slot 2.)

r

Moved slot 2 to slot 1 in 1 intf (port) record...

Config>Tist dev
Ifc @ CHARM ATM Slot: 2 Port: 1

Modifies the password of the user who is now logged in.

Note: To change a user password, you must have administrative per-
mission.

Example:

change password

Enter current password:

Enter new password:

Enter new password again:
Enter current passwo rd

Specifies your current password.

Enter new password
Specifies your new password.

Enter new password again
Specifies your new password again for confirmation. If your
confirmation does not match the previous new password, the
old password remains in effect.
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user Modifies the user information that was previously configured with the
add user command.

Note: To change a user, you must have administrative permission.

Example:

change user

User name: []

Change password? (Yes or No)
Change permission? (Yes or [No])

Clear

Use the clear command to delete the router’s configuration information from non-
volatile configuration memory.

Attention:  Use this command only after calling your service representative.

Syntax:
clear all

ap2 (AppleTalk 2)

arp (ARP)

asrt (Adaptive Source Route Protocol)

appn (Advanced Peer-to-Peer Networking)

atm (Asynchronous Transfer Mode)

bgp (Border Gateway Protocol)

boot

device

dn (DECnet)

els (Event Logging System Information)

ip (IP)

ipx (Novell IPX)

ospf (OSPF routing protocol)

snmp

srb (Source Route Bridge)

srly (SDLC Relay)

stb (Spanning Tree Bridge)

tepl/ip-host

time (Time of day information)

user

vines (Banyan VINES)
To clear a process from nonvolatile configuration memory, enter the clear
command and the process name. To clear all information from configuration
memory, except for device information, use the clear all command. To clear all

information, including the device information, use the clear all command and then
the clear device command.
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The clear user command clears all user information except the router console login
information. This is left as enabled (if it was configured as enabled) even though
the default value is “disabled.”

Notes:
1. To clear user information, you must have administrative permission.

2. There may be other items in the list, depending upon what is included in the
software load.

Example: clear els

You are about to clear all Event Logging configuration information
Are you sure you want to do this (Yes or No):

Note: The previous message appears for any parameter configuration you are
deleting.

Use the delete command to remove an interface from the list of devices stored in
the configuration, or to remove a user. To use the delete command, you must have
administrative permission.

Syntax:
delete interface . . .
user . ..

interface [ intfc#]
To delete an interface, enter the interface or network number as part of
the command. (Only devices that were added with the add device
command can be deleted.) To obtain the interface number that the
router assigns, use the list device command.

The delete interface command deletes the device configuration and any
protocol information for that interface. However, the router will continue
to run the previous configuration until it is .

When deleting a base ISDN interface or a base ATM interface all virtual
interfaces running on that base net will also be deleted. So, any dial
circuits configured on a base ISDN interface will be removed when the
ISDN interface is deleted. Also, when